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Styrelsen och verkstillande direktoren for Stiftelsen Stockholms lins Aldrecentrum avger foljande
arsredovisning for rdkenskapsaret 2023.

Arsredovisningen #r upprittad i svenska kronor, SEK. Om inte annat sirskilt anges, redovisas alla belopp
i hela kronor (kr). Uppgifter inom parentes avser foregéende ar.

Forvaltningsberattelse

Allmént om verksamheten

Stiftelsen Stockholms lins Aldrecentrums syfte ér enligt stadgarna att "forbittra de #ldres
levnadsbetingelser genom att tillvarata och praktiskt omsétta erfarenheter och forskningsresultat inom
omraden av sérskild betydelse for de dldres situation i samhaéllet samt att sjélv initiera och genomfora
forskning och utveckling avseende de dldres forhéllanden, i egen verksamhet eller i samarbete med eller
pa uppdrag av andra kommuner eller organisationer".

Tillsammans med Stiftelsen Silviahemmet dr Stiftelsen Aldrecentrum stiftare for nationellt
kunskapscentrum for demensfrigor, Stiftelsen Svenskt Demenscentrum.

Aldrecentrums arbete leds av dess styrelse. Styrelsen ligger i verksamhetsplanen fast budget och
verksamhetens inriktning for det kommande aret samt foljer upp verksamheten genom tertialrapporter om
den ekonomiska utvecklingen. Styrelsen har under aret haft fem sammantraden. Styrelsens sammantriaden
har forberetts av styrelsens presidium, ordférande och vice ordforande.

Stiftelsen har sitt sédte 1 Stockholm.

Frimjandet av indamalet

Stiftelsens dndamal frimjas genom att Aldrecentrum ir ett kunskapscenter som bedriver forskning,
genomfor utredningar och ger stdd till verksamhetsutveckling. Ytterligare information om stiftelsens
verksamhet finns i separat verksamhetsberittelse. Ramarna och inriktningen for Stiftelsen Aldrecentrums
uppdrag definieras av dels stiftelsens stadgar, dels av stiftelsens konstruktion.

Av stadgar framgar att verksamheten ska syfta till att forbéttra de dldres levnadsbetingelser. Det &r ett vitt
begrepp varfor en aktuell och behovsrelaterad inriktning behdver formuleras genom en och uppdateras
arligen i verksamhetsplaner. Stiftelsen uppnér dndamalet genom att bista stiftarna och samhéllet med
kunskap och ge stdd till verksamhetsutveckling.

Aldrecentrum har under de senaste fem 4ren gjort tre strategiska vigval;
- stiftelsen har stirkt sin inriktning mot forskning

- utvecklat mdjligheten att ge stdd till verksamhetsutveckling som bygger pa vetenskap och
beprovad erfarenhet

- stdrkt och breddat samverkan med relevanta aktorer for att bidra till 1angsiktig
kunskapsutveckling inom omraden av sérskild betydelse for dldres situation i samhaéllet

En central kunskapsbas for framtida forskning dr den longitudinella studien Swedish National Study on
Aging and Care (SNAC) dir Stiftelsen Aldrecentrum driver bade en befolkningsstudie och en
dldreomsorgsstudie. Dértill kan ndmnas att Stiftelsen dr huvudman for tva Forte-finansierade
forskningsprojekt som drivs i samverkan med stiftarna och regionala FoU-enheter.
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For aren 2024-2026 har styrelsen under 2023 beslutat om en strategisk inriktning for stiftelsens
verksamhet. Syftet med en strategisk inriktning &r att ge vigledning till &mnesomréden dér det finns ett
sdrskilt virde att generera ny kunskap inom.

Den strategisk inriktningen dr framtagen genom omvérldsanalys och dialoger med stiftarnas
verksamheter. Fyra huvudinriktningar har utkristalliserats for Stiftelsens arbete med att ta fram ny
kunskap: samverkan mellan huvudménnen, vard och omsorg utifrdn behov, delaktighet och
hilsofrdmjande och forebyggande insatser.

For att sprida forskningsbaserad kunskap ger Stiftelsen ut tidskriften Aldre i Centrum. Stiftelsen ger dven
ut ett vetenskapligt supplement i syfte att erbjuda forskare en vetenskaplig plattform pd svenska med en
malgrupp som nar utanfor forskarsamhéllet.

Visentliga hindelser under rikenskapsaret
Likt foregdende ar har det under ret varit en 6kad inflation och oroligheter i varlden som for Stiftelsen
Aldrecentrum medfort hogre kostnader.

Flerarsoversikt (Tkr) 2023 2022 2021 2020 2019
Nettoomséttning 5969 7 544 6482 4 498 6583
Avkastning pa eget kap. (%) -8 8 -11 12 -14
Soliditet (%) 20 22 20 22 21
Antal anstéllda 27 24 19 17 17

For definitioner av nyckeltal, se Redovisnings- och virderingsprinciper.

Forandringar i eget kapital

Stiftelse- Balanserat Arets Totalt
kapital resultat resultat
Belopp vid arets ingéng 2400 000 10516 925 1031 206 13 948 131
Disposition av foregéende
ars resultat 1031 206 -1 031206 0
Arets resultat -974 760 -974 760
Belopp vid arets utgiang 2 400 000 11 548 131 -974 760 12 973 371

Stiftelsens resultat och stdllning i dvrigt framgér av efterfoljande resultat- och balansrikning med noter.
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Resultatrakning

Stiftelsens intiikter
Nettoomséttning
Bidrag

Ovriga intiikter

Stiftelsens kostnader

Ovriga externa kostnader
Personalkostnader

Avskrivningar och nedskrivningar av
anldggningstillgangar

Ovriga rorelsekostnader

Rorelseresultat

Resultat fran finansiella poster
Resultat fran kortfristiga placeringar

Ovriga rinteintéikter och liknande resultatposter
Réntekostnader och liknande resultatposter

Resultat efter finansiella poster
Resultat fore skatt

Skatt pa érets resultat
Arets resultat

Transaktion 09222115557511514381

Not 2023-01-01
-2023-12-31

5968 651
26 183 224
183 437
32335312

2 -12 022 742
3 -23 594 922

-31 421

-11 572

-35 660 657
-3 325345

4 2019 161
332198

=774

2 350 585

-974 760

-974 760

0
-974 760

3(10)

2022-01-01
-2022-12-31

7543 718
27 516 796
203 704
35264 218

-11 655 920
-22903 971

-14 076

0

-34 573 967
690 251

415216
6 628
-504

421 340
1111591

1111591

-80 385
1031 206
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Balansrikning

TILLGANGAR
Anlédggningstillgangar

Materiella anliiggningstillgangar
Inventarier, verktyg och installationer
Finansiella anliggningstillgingar
Andra langfristiga fordringar
Summa anliggningstillgidngar
Omsittningstillgdngar

Kortfristiga fordringar
Kundfordringar

Aktuella skattefordringar
Ovriga fordringar

Forutbetalda kostnader och upplupna intékter

Kortfristiga placeringar
Ovriga kortfristiga placeringar

Kassa och bank
Summa omsittningstillgangar

SUMMA TILLGANGAR

Transaktion 09222115557511514381

Not 2023-12-31

5 112 369
112 369

6 5980 099
5980 099
6 092 468

1371979
1275401

98 527
1194 222
3940 129

7 35222471
35222 471

19 788 540
58 951 140

65 043 608
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2022-12-31

28 159
28 159

5980 099
5980 099
6 008 258

1 803 336
1301 527

61 236
1355 786
4 521 885

32374310
32374310

21371 216
58 267 411

64 275 669
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Balansrikning Not

EGET KAPITAL OCH SKULDER

Eget kapital
Bundet eget kapital
Kapitalandelsfond

Fritt eget kapital
Balanserad vinst eller forlust
Arets resultat

Summa eget kapital

Avsittningar 8
Avsatt for pensioner
Summa avséittningar

Kortfristiga skulder

Leverantdrsskulder

Ovriga skulder

Upplupna kostnader och forutbetalda intdkter 9
Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Transaktion 09222115557511514381

2023-12-31

2 400 000
2400 000

11 548 131

-974 760
10 573 371
12973 371

40 308 125
40 308 125

668 455
6 282 956
4810 701
11762 112

65 043 608
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2022-12-31

2400 000
2400 000

10 516 925

1 031 206
11 548 131
13 948 131

39977 622
39 977 622

550613
5308912
4490 391

10 349 916

64 275 669
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Noter

Not 1 Redovisnings- och virderingsprinciper

Allméinna upplysningar
Arsredovisningen #r upprittad i enlighet med arsredovisningslagen och BENAR 2012:1 Arsredovisning
och koncernredovisning (K3).

Redovisningsprinciperna dr ofordndrade jamfort med foregaende ar.

Intiiktsredovisning

Intékter har tagits upp till verkligt virde av vad som erhallits eller kommer att erhallas och redovisas i
den omfattning det dr sannolikt att de ekonomiska fordelarna kommer att tillgodogoras bolaget och
intékterna kan berdknas pa ett tillforlitligt sétt. Projektens intdkter bokfors lopande via resultatrdkningen
och intdktsfors hanforligen till respektive period. Vid avslut av projekt bokfors resultatet och utfallet.

Bidrag redovisas till verkligt viarde nér det ar rimligt och sikert att bidraget kommer att erhallas och
stiftelsen kommer uppfylla de villkor som dr forknippade med bidraget.

Anléiggningstillgangar
Immateriella och materiella anldggningstillgangar redovisas till anskaffningsvérde minskat med
ackumulerade avskrivningar enligt plan och eventuella nedskrivningar.

Avskrivning sker linjirt 6ver den forvantade nyttjandeperioden med hénsyn till visentligt restvérde.
Foljande avskrivningsprocent tilldmpas:

Materiella anliiggningstillgangar
Inventarier, verktyg och installationer 20%
Datorer 33%

Finansiella instrument

Kortfristiga placeringar

Virdepapper som ér anskaffade med avsikt att innehas kortsiktigt redovisas inledningsvis till
anskaffningsvirde och i efterféljande varderingar i enlighet med lagsta virdets princip till det lagsta av
anskaffningsvérde och marknadsvérde.

Nedskrivningsprovning av finansiella anliggningstillgingar

Vid varje balansdag bedoms om det finns indikationer pa nedskrivningsbehov av ndgon av de finansiella
anldggningstillgdngarna. Nedskrivning sker om virdenedgéngen beddms vara bestdende och provas
individuellt.

Avsittningar

Som avséttning har redovisats forpliktelser gentemot tredje man som dr hénforliga till rakenskapsaret
eller tidigare rdkenskapséar och som pa balansdagen antingen ar sikra eller sannolika till sin forekomst
men oviss till belopp eller till den tidpunkt da de ska infrias.
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Nyckeltalsdefinitioner
Nettoomséttning

Rorelsens huvudintékter, fakturerade kostnader, sidointidkter samt intdktskorrigeringar.

Avkastning pa eget kap. (%)

7(10)

Resultat efter finansiella poster i procent av justerat eget kapital (eget kapital och obeskattade reserver

med avdrag for uppskjuten skatt).

Soliditet (%)

Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av

balansomslutning.

Antal anstéllda
Medelantal anstéllda under rakenskapsaret.

Not 2 Ovriga externa kostnader

Kostnader projekt
Lokalkostnader
Aldre i Centrum
Ovriga kostnader

Not 3 Anstillda och personalkostnader

Medelantalet anstillda
Kvinnor
Min

Loner och andra erséttningar
Styrelse och verkstédllande direktor
Ovriga anstillda

Sociala kostnader

Pensionskostnader for styrelse och verkstillande direktor
Pensionskostnader for 6vriga anstéllda

Ovriga sociala avgifter enligt lag och avtal

Totala loner, ersittningar, sociala kostnader och
pensionskostnader

Konsfordelning bland ledande befattningshavare
Andel kvinnor i styrelsen
Andel mén i styrelsen

Transaktion 09222115557511514381

2023

3601 000
1 886 992
1 009 930
5524 820
12 022 742

2023

23

27

1191 010
14 346 594
15 537 604

194 903
2321294
5128702
7 644 899

23 182 503

38 %
62 %

2022

5761 814
2330169
979 150
2584 787
11 655 920

2022

20

24

1 140 000
13 965 000
15 105 000

272 406
2140 808
5010427
7 423 641

22 528 641

75 %
25 %

Signerat AHR, IE, ME, AL, TH, SS, SK, NO, RM, LB, RMV



Stiftelsen Stockholms lins Aldrecentrum
Org.nr 802012-0948

Not 4 Resultat fran kortfristiga placeringar

Erhallna utdelningar
Resultat vid avyttringar
Nedskrivningar

Aterforing av nedskrivningar

Not 5 Inventarier, verktyg och installationer

Ingdende anskaffningsvérden
Inkop
Utgaende ackumulerade anskaffningsvérden

Ingéende avskrivningar
Arets avskrivningar

Utgdende ackumulerade avskrivningar

Utgaende redovisat virde

Not 6 Andra langfristiga fordringar

Ansk. Ansk. v.
virde (foreg. ar)
SPP Generationsfond 40-tal 5980 099 (5980 099)
Summa innehav 5980 099 (5980 099)

Not 7 Kortfristiga placeringar

Namn
Swedbank Robur Fonder AB

Transaktion 09222115557511514381

Bokfort

virde

5980 099

5980 099

Anskaffn.
virde
35222471
35222471

8 (10)
2023 2022
193 101 236 787
1220 642 783 847
0 -605 418
605418 0
2019 161 415 216
2023-12-31 2022-12-31
504 245 504 245
115631
619 876 504 245
-476 086 -462 010
-31422 -14 076
-507 508 -476 086
112 368 28 159
Bokf. v. Markn. v. Markn. v.
(foreg. ar) bokslutsdag (foreg. ar)
(5980 099) 10096 018 (9 381 405)
(5980 099) 10 096 018 (9 381 405)
Bokfort  Marknads-
virde virde
35222471 36 745792
35222471 36745792
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Not 8 Avsittningar for pensioner

9 (10)

Den historiska skulden for personal som var anstilld hos Aldrecentrum vid arsskiftet 1997-12-31 uppgér
till 3 988 tkr. Utover den historiska pensionsskulden tillkommer, for I6ner 6verstigande 7,5 basbelopp,

enl. pensionsavtal (KAP/KL) skuld om 28 067 tkr. Pensionsskulden uppgar till 32 055 tkr varav 1 612 tkr

kommer utbetalas under 2024.

Till detta kommer &ven en skuld avseende den individuella del som placeras i den fond den anstéllde
sjélv valt. Pensionsavgiften berdknas med ledning av &rslonen 2023 och skulden uppgér per sista

december 1 ar till 384 tkr.

Den totala pensionsskulden per sista december 2023 dr 32 438 tkr. Utover detta tillkommer avsatt

l6neskatt pa 24,26%

Pensionsskuld inkl. 16neskatt

Not 9 Upplupna kostnader och forutbetalda intikter

Upplupna 16ner

Upplupna semesterloner
Berdknade lagst. sociala avgifter
Forutbetalda intékter

Ovr upplupna kostnader

Transaktion 09222115557511514381

2023-12-31

40 308 125
40 308 125

2023-12-31

80512
845 944
275395

3105100
503 750
4810 701

2022-12-31

39 977 622
39977 622

2022-12-31

81136
725372
236 196

2 879 367
568 320
4490 391
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Stockholm den dag som framgéar av respektive befattningshavares elektroniska underskrift

Robert Mjornberg Inger Edvardsson
Ordforande

Magnus Eriksson Anders Linder
Thérése Hellichius Stefan Svanstrom
Samuel Klippfalk Nike Orbrink
Asa Hedberg Rundgren

Direktor

Vér revisionsberittelse har lamnats den dag som framgér av var elektroniska underskrift

Ohrlings PricewaterhouseCoopers AB

Richard Moéll Vahul Lola Bodin
Auktoriserad revisor Fortroendevald revisor
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aldrecentrum

forskning & utveckling

Handlaggare: Asa Hedberg Rundgren Tjansteutlatande 2/2024

Tfn 08-690 58 09 Styrelsen 2024-02-22 §6

ARSREDOVISNING OCH )
VERKSAMHETSBERATTELSE FOR 2023

Forslag till beslut:

Stiftelsen Aldrecentrums styrelse foreslas besluta

att godkdnna arsredovisning och verksamhetsberattelse for 2023
att 6verlamna arsredovisningen till revisorerna fér granskning samt

att efter revisorernas granskning 6verlamna arsredovisning och verksamhetsberat-
telse till stiftarna

Asa Hedberg Rundgren
Stiftelsedirektor
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Stiftelsens andamal

Stiftelsens dndamal enligt stadgar ar att forbdttra de dldres levnadsbetingelser
genom att tillvarata och praktiskt omsdtta erfarenheter och forskningsresultat inom
omrdden av sdrskild betydelse for de dldres situation i samhdllet samt att sjélv ini-
tiera och genomfora forskning och utveckling avseende de dldres forhdllanden, i
egen verksamhet eller i samarbete med eller pd uppdrag av andra kommuner eller
organisationer.

Stiftelsen Aldrecentrum &r ett kunskapscenter som bedriver forskning, genomfor
utredningar och ger stod till verksamhetsutveckling. Ramarna och inriktningen for
Stiftelsen Aldrecentrums uppdrag definieras av dels stiftelsens stadgar, dels av
stiftelsens konstruktion.

Av stadgar framgar att verksamheten ska syfta till att forbdtira de dldres levnads-
betingelser. Det ar ett vitt begrepp varfor en aktuell och behovsrelaterad inriktning
behover formuleras genom en och uppdateras arligen i1 verksamhetsplaner.

Aldrecentrum under de senaste fem &ren gjort tre strategiska vigval;
o stiftelsen har stiarkt sin inriktning mot forskning

e utvecklat mojligheten att ge stod till verksamhetsutveckling som bygger pa
vetenskap och beprovad erfarenhet

e stiarkt och breddat samverkan med relevanta aktorer for att bidra till lang-
siktig kunskapsutveckling inom omraden av séarskild betydelse for dldres si-
tuation i samhéllet

For aren 2024-2026 har styrelsen under 2023 beslutat om en strategisk inriktning
for stiftelsens verksamhet. Syftet med en strategisk inriktning &r att ge végledning
till amnesomraden dir det finns ett sarskilt varde att generera ny kunskap inom.

Den strategisk inriktningen dr framtagen genom omvérldsanalys och dialoger med
stiftarnas verksamheter. Fyra huvudinriktningar har utkristalliserats for Stiftel-
sens arbete med att ta fram ny kunskap: samverkan mellan huvudménnen, vard
och omsorg utifran behov, delaktighet och halsoframjande och forebyggande insat-
ser.

Halsoframjande och forebyggande insatser

For att klara den demografiska utmaningen med en aldrande befolkning &r stod till
ett sjalvstandigt, aktivt och hdlsosamt aldrande ett uppdrag for bade Regionen och
Stockholms stad. Att ha goda moéjligheter att vidhalla en god hélsa och tillgédnglig-
het till samhéllet, kédnna vélbefinnande samt mojlighet att bidra till samhéllet ar
perspektiv som stdmmer vil 6verens med Aldrecentrums dndamal att forbattra 4l-
dres levnadsbetingelser.

Den 6vergripande malsédttningen med Aldrecentrums strategiska inriktning for
héalsoframjande- och forebyggande insatser dr 6kad kunskap om férebyggande/héal-
soframjande arbetssatt for verksamheter inom region och kommun.
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Samverkan mellan huvudméiannen

Ett flertal av de valfardsfragor som sarskilt beror dldre ror sig i granslandet mel-
lan kommunens och Region Stockholms ansvarsomraden, varfér samverkan blir en
naturlig inriktning for Aldre-centrums verksamhet, inte minst nér det rér hem-
maboende personer med insatser fran bada huvudméannen.

Den 6vergripande malsattningen med Aldrecentrums strategiska inriktning for
samverkan mellan huvudménnen ar 6kad kunskap om organisering av samverkan
for personcentrerad vard och omsorg.

Vard och omsorg utifran behov

Att utveckla varden och omsorgen med nya metoder och valfiardstjanster med den
aldre 1 fokus ar centralt for bada huvudméinnen. Att bidra till att invanarna kan
motas av en jamlik vard och omsorg som utgar fran den enskildes behov 4r ett om-
réde dar Aldrecentrum kan stétta huvudménnen med ny kunskap och att utveckla
nya arbetssatt.

Den évergripande malsattningen med Aldrecentrums strategiska inriktning for
vard och omsorg utifran behov ar jamlik vard och omsorg som utgar fran béasta till-
gangliga kunskap.

Delaktighet

Delaktighet, brukarmedverkan, samskapande och personcentrerad vard och om-
sorg ar aterkommande perspektiv 1 positionspapper och maldokument for valfar-
dens omstéillning att moéte framtidens utmaningar. Detta dr dven perspektiv som
lyfts i dialog med stiftarna och Aldrecentrum har redan pabérjat underséka pa vil-
ket satt stiftelsen kan bidra med ny kunskap pa detta tema.

Den évergripande malsattningen med Aldrecentrums strategiska inriktning for
delaktighet &dr forbattrade levnadsbetingelser genom 6kad delaktighet 1 utveckl-
ingen av vard- och omsorg.

Aret som gatt
Ledning

Stiftelsen Aldrecentrums arbete leds av dess styrelse. Styrelsen lagger i verksam-
hetsplanen fast budget och verksamhetens inriktning fér det kommande aret samt
foljer upp verksamheten genom tertialrapporter om den ekonomiska utvecklingen.

Styrelsen for mandatperioden 2023-2026 hade sitt forsta styrelsemote 1 februari
2023. Samtliga styrelseledaméter och ersittare ar nyvalda. Den tilltrdadande och
den avgaende styrelsen moéttes vid en skiftesmiddag i april 2023. Styrelsen har un-
der aret haft fem sammantridden, varav ett méte dgnades at utbildning i styrelse-
arbete 1 stiftelse och genomgang av stadgar. Genomgangen av stadgar foranledde
att en revidering av stadgar initierats.

Verkstillande direktor Asa Hedberg Rundgren har uppdraget att ansvara for verk-
samheten och den l6pande forvaltning av stiftelsen.
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Styrelse for 2023 har varit:

Valda av Stockholms stad
Ordinarie

Robert Mjornberg (V) ordférande
Inger Edvardsson (S)

Nike Orbrink (KD)

Valda av Region Stockholm

Ordinarie

Stefan Svanstrom (KD) vice ordforande
Anders Linder (S)

Magnus Eriksson (C)

Thérése Hellichius (M)

Valda av Storsthim

Ordinarie
Samuel Klippfalk (KD)

Reuvisorer:
Ordinarie
Suppleant

Auktoriserad revisor

aldrecentrum

forskning & utveckling

Ersattare

Inger Gretzer Qvick (V)
Vivianne Gunnarsson (MP)
Lea Leskinen (M)

Ersattare

Aram El Khoury (KD)
Ingrid Markstrom (S)
Amanda Sandholm (V)
Kerstin Lidman (L)

Ersattare
Felix Finnveden (S)

Lola Bodin (V), fortroendevald revisor

Eva Aronsson (KD), f('j}ﬂ.troendevald revisor
Richard Moéll Vahul, Ohrlings PriceWater-
houseCoopers AB

Stiftelsen Aldrecentrum har dven under aret samverkat med Stockholms stad ge-
nom aldreférvaltningen och Region Stockholm genom hélso- och sjukvardsférvalt-
ningen (HSF), samt dven med Storsthlm som ocksé representeras i styrelsen, sam-
arbeten som férdjupats och vidareutvecklats under aret.

Administration

Under 2023 har stiftelsen upphandlat ny redovisningsbyra, Setly AB, som under hésten ta-
git 6ver redovisning och loner efter tidigare redovisningsbyra. Stiftelsen anlitar controller-
konsult fran Setly, som ersitter stiftelsens controller som avslutat sin tjénst.

Personal 2023

Beriknat pa hela aret 2023 har Aldrecentrum totalt haft i medelantal 27 anstéllda, tre fler
an 2022, varav fyra r mén. Stiftelsens kommunikationsenhet har handlett en praktikant 10

veckor.
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Den totala sjukfranvaron var i1 niva med foregaende ar, 6,62 procent, jamfort med 2022, da
sjukfranvaron var 6,7 procent. Detta beror pa att 4ven under 2023 var tva medarbetare lang-
tidssjukskrivna vilket forklarar en merpart av sjukfranvaron.

I det systematiska arbetsmiljoarbetet har Stiftelsens medarbetare under aret genomgatt ut-
bildning 1 hjart-lungraddning.

Ekonomi

Det arliga basanslaget fran Stiftarna Region Stockholm och Stockholm Stad sikerstéller en
fortsatt god ekonomi.

Tidskriften Aldre i Centrum har haft ett fortsatt publiceringsstod fran Forte pa 400 Tkr per
ar. Férutom publiceringsstodet har man fr o m 2022 4ven beviljats ett bidrag till publicering
av Aldre i Centrum Vetenskapligt supplement, AiCVS. Bada tidsskriftbidragen &r beviljade
for tre ar, t o m 2024.

Under 2023 har man haft en gistforskare pa deltid och en doktorand pa heltid. Finansie-
ringen av dessa sker via Stiftelsens egna medel och ar budgeterat med 4,6 Mkr 6ver 4 ar.

Stiftelsen har haft intékter fran forskningsanslag och projektmedel pa 6 Mkr under 2023. Av
dessa startade tre projekt under aret och fanns inte med 1 budget f6r 2023. Dessa projekt har
genererat 561 tkr i1 projektintikter under 2023.

Under aret har man satt av kapital pa ett fastrdntekonto under 6 manader, detta tillsam-
mans med 6vrigt sparkapital har genererat en intdktsréanta pa ca. 307 tkr.

Kommunikation

Kommunikationsavdelningen har under 2023 fortsatt sitt arbete med att sprida ordet om
Stiftelsen Aldrecentrums verksamhet och kunskapsproduktion. Den storsta fordndringen
har varit de seminarier som gor att Stiftelsen nar ut till praktik, akademi och beslutsfattare
i hela Sverige. Under Aldrecentrums frukostseminarier beréttar vara utredare och forskare
om sitt arbete, och under Aldre i Centrums seminarier tar vi upp det &mne som utgjorde
tema 1 senaste numret av tidskriften.

Media

I samband med stérre publika hiandelser skriver Stiftelsen Aldrecentrum nyheter och press-
meddelanden, samt forsoker na ut till media via direkta kontakter. Under 2023 blev Stiftel-
sen Aldrecentrum omnémnda i Orebronyheter och PRO-pensionéren. Stiftelsen har ocksé
arbetat utatriktat for att fa fler att svara pa SNAC-K:s inbjudan till nya 60-aringar att bli
deltagare 1 befolkningsstudien.

Webbplats

Webbplatsen, www.aldrecentrum.se, ar viktig for att marknadsfora och presentera Stiftel-
sen Aldrecentrums arbete. P4 webbplatsen visas den verksamhet som pagdr pa Stiftelsen
Aldrecentrum upp, dér erbjuds méjlighet till kontakt och samarbeten, anmélningar till olika
evenemang som Stiftelsen Aldrecentrum anordnar sker dér, besgkare inbjuds att folja oss
dven 1 andra kanaler.
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Mellan 1 januari 2023 och 31 december 2023 besoktes hemsidan 32 000 ganger, en 6kning
jamfort med 25 000 under 2022. Antalet unika besokare under 2023 var 20 000 jamfort med
18 000 ar 2022. De mest besokta undersidorna &r sidan med vara publikationer, sidan for
filmen Att hitta in i samtalet (om palliativa samtal i varden), och sidan dér Aldrecentrums
medarbetare presenteras.

Nyhetsbrev

Stiftelsen Aldrecentrum ger dven ut digitala nyhetsbrev. Under 2023 skickades 13 nyhets-
brev ut. Vid arsskiftet hade nyhetsbrevet 2 500 prenumeranter och ett genomsnitt pa 37
procents 6ppningsgrad. Med nyhetsbreven sprids bland annat information om Stiftelsen
Aldrecentrums verksamhet och aktuella utbildningar, seminarier och publikationer.

Sociala medier

Stiftelsen Aldrecentrum har fortsatt sitt fokus pa att nd ut i sociala medier, dér utredarna
ar delaktiga 1 att hitta uppslag for att synliggéra verksamhetens vardag, det som annars
inte syns 1 var rapportering. Syftet ar dven att visa Stiftelsen Aldrecentrums spannande
samarbeten med andra organisationer. Framfor allt arbetar Stiftelsen med Linkedin och
Facebook, men dven Instagram, med extra anstrangning kring Linkedin dér Aldrecentrum
nar yrkesaktiva 1 granslandet mellan praktik, FoU och akademi.

I slutet av 2023 hade Stiftelsen Aldrecentrum 599 foljare (amfort med 570 ar 2022 och 542
ar 2021) pa Facebook. P4 Linkedin har Aldrecentrum gétt fran 840 foljare vid arets bérjan
till 1 112 foljare vid arets slut. Pa Instagram har antalet foljare 6kat fran 291 till 400 vid
arets slut. Stiftelsen Aldrecentrum finns dven p& Youtube, nu med 549 prenumeranter, en
6kning med 53. Det totala antalet visningar (fran starten 2011) till och med ar 2021 &r cirka
132 000. Under aret har Aldrecentrum haft 13 300 visningar av bade dldre och nyproduce-
rat material, att jamfora med 15 500 ar 2021 och 16 000 under 2020. Under 2023 har Stif-
telsen publicerat tio videor pa Youtube, varav atta ar olistade for den breda allménheten.

Frukostseminarier

Efter att Aldrecentrum hésten 2022 terintroducerade en frukostseminarieserie har semi-
narierna blivit ett av Stiftelsens mest uppskattade arrangemang, seminarierna nar dessu-
tom nar ut till yrkesverksamma och beslutsfattare 1 hela Sverige. Seminarierna arrangeras
den sista fredagen 1 varje méanad. Totalt nio frukostseminarier producerades under 2023 om
vara projekt och utredningar. Totalt 582 deltog digitalt och 56 deltog fysiskt 1 vara lokaler.

Livsstil for battre hjdrnhélsa — Pilotprojekt 1 Spanga-Tensta

Att vara med 1 samtalsgrupper som dldre man

Balans, stillasittande och hilsa bland &ldre personer

Vilken bemanning behovs pa sarskilt boende for att sékerstalla en god vard och om-
sorg

Vad kannetecknar dldre personer som har hemtjanst och hemsjuk? Resultat fran en
kartlaggning

Att medverka 1 ett forskningsprojekt om dldre — som &aldre personer

Battre samskapad samverkan for att forebygga forsamrad hélsa

Livssituation och stodbehov hos dldre som soker dldreomsorg for forsta gangen
Forebyggande egenvard for dldre personer med hemtjanst
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Massor och konferenser

2023 fortsatte Stiftelsen Aldrecentrum att synas pa méssor och konferenser. Under rets
gang stallde Aldrecentrum ut p& Seniordagen i Kungstradgarden och Aldreomsorgsdagarna
pa Stockholmsméssan. Pa méssor och konferenser informerar vi om var verksamhet och de-
lar ut rapporter och annat informationsmaterial.

Informationsmote for deltagare i SNAC-K befolkningsstudie, ’Probanddagen”
Vart tredje &r bjuder Stiftelsen Aldrecentrum tillsammans med Aging Research Center, Ka-
rolinska Institutet in samtliga deltagare 1 SNAC-K befolkningsstudie (probander) till en in-
formationsdag. De har da majlighet att triffa de forskare som forskar pa den data som pro-
banderna bidrar med. Den 10 oktober holls detta vélbesokta informationsméte 1 Aula Me-
dica, Karolinska Institutet.

Stockholms demensdag

Torsdagen 21 september 2023, pa internationella alzheimerdagen, arrangerade Stiftelsen
Stockholms lins Aldrecentrum tillsammans med Svenskt Demenscentrum Stockholms De-
mensdag. Inbjudna var medarbetare inom Region Stockholm och ldnets kommuner och
andra som méter personer med demenssjukdom 1 sitt arbete. Samma program erbjéds un-
der for- och eftermiddagen och totalt deltog 400 ahorare. Besokarna fick lyssna pa forskare
som delgav den senaste kunskapen om inom sina falt. Temat pa forelasningarna var nya
diagnosmetoder, behandlingsstudier och om att leva med demenssjukdom mitt i livet. Ett
tiotal utstallare pa plats.

Tidskriften Aldre i Centrum
Aldre i Centrum ges ut sedan 1987 och &r en populérvetenskaplig tidskrift om forskning och
utveckling inom aldre- och aldrandeomradet. Till tidskriften hér webbplatsen www.aldrei-
centrum.se, samt Aldre i Centrum-podden, ett nyhetsbrev, samt Linkedin- och Facebook-
konton. Redaktionen bestar av en chefredaktor och tva redaktérer pa halvtid.
Redaktionen har medverkat vid Seniorméssan i Kungstradgarden, Stockholms Demens-
dag, Aldreomsorgsdagarna och SNAC-K:s probanddag, och tidningen har &ven delats ut un-
der Vitalis. Under aret har nagra mindre digitala kampanjer genomforts for att skapa kéin-
nedom om Aldre i Centrum.
Fyra pappersutgavor gavs ut 2023, med féljande teman, utgivningsmanader, omfang och
upplagor:

#1 Fallprevention, mars, 104 sidor, 3 800 ex

#2 Smérta, juni, 88 sidor, 3 800 ex

#3 Sex och narhet, september, 100 sidor, 3 600 ex

#4 Kultur, december, 96 sidor, 2 800 ex

Varje tidnings tema inneholl fem till sex artiklar inom det aktuella &mnet, de flesta skrivna
av forskare sjilva, 1 annat fall i intervjuform. Nagra forskare var gastredaktorer for tre av
arets teman.

Nytt for 2023 ar att temat f6ljs upp med ett webbinarium. Det forsta pa temat smérta dgde
rum 8 september, 316 personer deltog da. Det andra om sex och nirhet séndes 10 november
med 112 deltagare. Webbinarierna blev mycket uppskattade och vi planerar fortsitta arran-
gera dem efter varje utgivning.
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Tidskriften innehdll som vanligt 4ven nyheter om och med anknytning till forskning och ut-
veckling inom &ldreomradet, reportage om forskningsprojekt eller om hur forskning an-
véands 1 praktiken, portrattintervjuer med bade seniora forskare och doktorander, fordju-
pande forskningsartiklar/esséer, referat av aktuella avhandlingar, bokrecensioner och
lastips, kronikor, kommentarer och debatt.

Omkring 1 600 adressater far Aldre i Centrum med post. Utover det distribueras den ocksa
pa méssor, konferenser, utbildningar och i andra sammanhang. Bland ldsarna finns be-
slutsfattare och anstéllda inom vard och omsorg, forskare, studenter och en intresserad all-
ménhet. Sveriges gerontologiska séllskap och Riksforeningen for sjukskoterskor inom &ldre-
och demensvérd prenumererar pa Aldre i Centrum for sina medlemmars rakning.

Webbplats, podd, nyhetsbrev och sociala medier

Pa www.aldreicentrum.se publiceras de enskilda artiklarna ur tidskriften samt en digital

version, en sa kallad e-tidning, av varje nytt nummer. Pa webbplatsen finns ockséa en fyllig
nyhetsbevakning, liksom Aldre i Centrum-podden och information om tidskriften och red-
aktionen. Under 2023 uppgick antalet sidvisningar till 77 229, en svag nedgang fran 2022

(79 000). Unika anvandare av sidan uppgick till 47 000 (2023) jamfort med 57 000 (2022).

Aldre i Centrum-podden publicerade fem nya avsnitt under 2023 om att aldras som hbtqg-
person, éldre foretagare, mat och undernéring samt demens och kommunikation. Podcasten
gar att lyssna pa via Soundcloud, Spotify och Itunes och flera andra stromningtjanster for
podcasts. Under 2023 hade podden 3 117 lyssningar via Soundcloud, en kraftig uppgang
jamfort med 2022 (1 143). Sedan start har podden totalt 6 677 lyssningar via Soundcloud
och 425 lyssningar under 2023 pa Spotify (totalt 1 031 lyssningar sedan starten).

Aldre i Centrums nyhetsbrev kommer ut en gang i veckan forutom under semesterperioder.
Under aret skickades 42 nyhetsbrev till 1 293 prenumeranter (vid arets slut, 669 vid arets
bérjan).

Nyheterna samt en del uppdateringar om redaktionens arbete, spreds ocksa via sociala me-
dier-konton pa Linkedin och Facebook. Antalet foljare pa Linkedin ckade snabbt under aret
fran 1 860 (2022) till 3 330 vid arets slut (2023). Facebook hade vid arets slut 871 foljare,
jamfort med 423 (2022).

Vetenskapligt supplement

Under aret publicerade vi det tredje numret av var vetenskapliga tidskrift Aldre i Centrum
Vetenskapligt supplement. Tidskriftens artiklar fick 3 300 bestk pa webbplatsen aicvs.se.
Artiklarna har laddats ner 1 400 ganger. Detta kan jamféras med 2 000 bestk och 1 000
nedladdningar ar 2022.

Vi har dven startat ett eget konto for AiCVS pa Linkedin. Vid &rsskiftet hade kontot 99 fol-
jare. Tidskriftens nyhetsbrev hade samtidigt 174 prenumeranter.

Genom ett utskick riktat till Sveriges dldre- och dldrandeforskare har vi bjudit in till nédsta
nummer. Vi har ocksa kunnat se ett ckande intresse for att publicera, 1 form av forfrag-
ningar och inskickade manuskript.
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FoU-verksamhet

Stiftelsen Aldrecentrum &r ett kunskapscenter som genom forskning, utredningsuppdrag
och utvecklingsstod (FoU-verksambhet) bidrar till en kunskapsbaserad vard och omsorg for
aldre.

Vid &rets sista styrelseméte antog Aldrecentrums styrelse verksamhetens forslag till strate-
gisk inriktning for FoU-arbetet for aren 2024-2026.

Under aret har ett forarbete gjorts 1 form av en "omvarldsspaning” som syftade till att kart-
lagga och 6ka forstaelsen for stiftarnas omvarld ur ett savél globalt/internationellt som nat-
ionellt och regionalt/lokalt perspektiv, samt identifiera vilka fragor och utmaningar som de
star infor de narmaste aren. Omvérldsspaningen har omfattat informationssékning (bl.a. pa
webben och genom deltagande 1 seminarier, nitverk m.m.), ssmmanstéllning och analys av
relevanta dokument, interna workshops pa Aldrecentrum samt dialoger med representan-
ter for Halso- och sjukvardsforvaltningen, Stockholms stads aldreforvaltning och Storsthlm.
Omviérldsspaningen presenterades och diskuterades med styrelsen vid métet den 19 decem-
ber.

For att starka samverkan med akademin har Stiftelsen Aldrecentrum initierat finansiering
av en doktorand och en gistforskare. Doktoranden ar installerad sedan februari 2023 och
genomfor forskningsstudier med inriktning pa vard- och omsorgsbehov hos de som soker
aldreomsorg for forsta gangen, se projektpresentationer nedan. Aldrecentrums doktorand ar
antagen som forskarstuderande vid Karolinska Institutet och har dven blivit antagen till
SWEAH-forskarskola, som har en sérskild inriktning mot dldreforskning. Under aret har
Stiftelsen dven haft ngjet att finansiera en gistforskare, Ing-Marie Dohrn, som fortjanstfullt
bidragit till saval pagaende projekt som uppstart av nya projekt vid Stiftelsen.

I oktober 2023 har en ansokan om finansiering av ett 6-arigt forskningsprogram skickats till
Forte. Som ett led 1 att samla medarbetarna kring forskningsfragor och framja gruppens kom-
petensutveckling har alla utredare och tillika medsokare samlats en gang 1 veckan under 9
veckor for att diskutera de valda forskningsangreppen och tillsammans forfina ansékan. Stif-
telsen Aldrecentrum har dven tillsammans med Karolinska Institutet och Jarva stadsdels-
forvaltning sokt samverkansmedel hos Forte for att fortsitta utveckla stodet till livsstilsfor-
andringar. Stiftelsen var &ven medsokande pa ytterligare ett projekt 1 samverkan med Region
Stockholm for forskningsprojektet NutriSym, vilket beviljats anslag fran Forskning 1 Nat-
verkssjukvarden.

Stiftelsen vardar sina kontakter med Socialdepartementet. Aret avslutades med bessk av
aldre- och socialforsdkringsministern. Ett uppskattat besék dar ministern fick ta del bade av
aktuella forsknings- och utvecklingsprojekt och diskutera FoU-verksamhet inom &ldreomra-
det. Stiftelsen Aldrecentrum har dven besokt Socialdepartementet och tillsammans med de
ovriga vardorterna for SNAC (Swedish National Study on Aging and Care) presenterades
resultat fran SNAC. Stiftelsen Aldrecentrums utredare var dven forst ut ei en ny seminarie-
serie som departementet initierat, utredarna presenterade studien Snac Stockholm &ldre-
omsorg.
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Projekt och aktiviteter

Under 2023 har Stiftelsen Aldrecentrum genomfort projekt och aktiviteter i syfte att bidra
med kunskap stod till 1 forsta hand stiftarna, men ocksa med kunskap till valfarden och till
vetenskapssamhéllet.

Nedan ges korta beskrivningar av projekt och aktiviteter. De ér kategoriserade efter de fyra
inriktningar som Stiftelsen Aldrecentrum 1 huvudsak arbetat mot under 2023. Nagra pro-
jekt ber6r mer &n en inriktning men redovisas 1 sammanstéallningen under en rubrik.

Aldrecentrums inriktning under 2023 har varit:
1. Samverkan
2. Foérebyggande verksamhet
3. Systematiskt forandringsarbete och verksamhetsutveckling
4

. Aldres hélsa och omsorgsbehov

1. Samverkan

Samarbete kring stod for forebyggande egenvard i hemmiljo for skora aldre
personer - STEG

Syftet med forsknings- och utvecklingsprojektet STEG &r att undersoka hur egenvardsinty-
get kan anvindas for att stirka samarbetet mellan primérvard och dldreomsorg i deras ar-
bete for att forebygga ohélsa och forsimrad funktionsformaga hos éldre personer med hem-
tjanst. Projektet bestar av fyra delar: 1) en kartlaggning med fokus pa hur egenvardsintyget
anvénds 1 Stockholm idag, 2) en undersékning av de inblandade professionernas erfaren-
heter av arbetet med egenvardsintyg, 3) en undersokning om &ldre personers uppfattning
om vad de behover for att vilja ta emot stod till egenvard och 4) ett utvecklingsarbete for att 1
samverkan mellan berérda professioner ta fram, testa och utvérdera lokala arbetsmodeller
for samverkan kring att stodja aldres egenvard. I utvecklingsarbetet anvinds samskapande
forskningsmetodik.

Under 2023 har datainsamling och analys genomforts i del 1 och ett artikelmanuskript har
skickats for granskning till tidskriften Aldre i Centrums Vetenskapliga Supplement. I del 2
har fokusgruppdiskussioner och analys av dessa genomforts och ett artikelmanuskript har
skickats for granskning till Scandinavian Journal of Primary Health Care. I del 3 har 10
dldre personer har intervjuats och analys av materialet paborjats. Den kunskap som tagits
fram 1 projektets tre forsta delar har presenterats i olika forum sasom FoU Valfards arliga
konferens, Aldrecentrums frukostseminarium samt for Socialstyrelsens arbetsgrupp som
tar fram ett nytt kunskapsstod om egenvard. Arbetet med del 4 1 STEG-projektet har pabor-
jats under 2023 och dar har resultaten fran de tidigare delprojekten anvants som underlag
vid uppstarten av arbetet med att ta fram lokala samverkansmodeller. Tva lokala samver-
kansgrupper med personal fran primérvardsrehab, bistandsenhet och hemtjénst har rekry-
terats, en 1 Skdrholmen och en i Danderyd. Arbetet med att ta fram modeller har paborjats
under 2023. Under 2024 fortsétter arbetet 1 STEG med att fardigstilla de lokala
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samverkansmodellerna och testa dessa 1 praktiken. Under aret kommer ocksa analys av in-
samlad data paborjas, och resultaten kommer senare presenteras 1 en vetenskaplig artikel.

SAMSAS -Samskapad samverkan for att forebygga forsamrad halsa hos aldre

Syftet 1 detta deltagande aktionsforskningsprojekt &r att studera, samskapa och utvéardera
nya samverkansmodeller for forebyggande insatser 1 partnerskap med &ldre, nirstaende,
personal, chefer och beslutsfattare inom civilsamhélle, kommun och region.

Befolkningen 1 Sverige blir dldre och fler, allt 4ldre personer, bor hemma. Med stigande al-
der okar risken for forsdmrad fysisk, psykisk och social hilsa. Forsamrad hélsa paverkar
aldre personers livskvalitet och bidrar till samhéllets 6kade vard och omsorgskostnader. For
att kunna forebygga forsiamrad hélsa behévs samverkan mellan socialtjinsten och andra
aktérer. Detta samhéllsbaserade aktionsforskningsprojekt har en deltagande forskningsan-
sats och forskningen sker 1 samverkan mellan ldnets FoU-enheter med inriktning mot
aldre. Vi avser att genom fallstudier och fyra delstudier utforska:

e ildre personers anviandning av socialtjanst och sjukvard, hur samverkan for att {6-
rebygga forsdmrad hélsa hos dldre ser ut, och vilka aktérer som &r, respektive borde
kunna vara, aktiva 1 sdidan samverkan

e vilka modeller som samskapas, hur samverkan manifesteras i praktiken och ut-
vecklas over tid

e pavilka sétt den deltagande forskningsansatsen paverkar aktorer och forskare,
kunskapsproduktion och anvéindning av resultaten.

Under 2023 har samverkansgrupper med deltagare fran kommun, region och civilsamhélle
1 Skogas, Sodermalm och Upplands-Bro f6ljts under sex ménader och kommer féljas under
varterminen 2024. Datainsamling slutforts 1 ytterligare en av projektets fem delstudier och
analys och skrivande av fyra av fem planerade artiklar pagar. Déartill har ytterligare tva ve-
tenskapliga artiklar pa spin-off projektet "Med och for dldre - Forebygga forsamrad hilsa ge-
nom en samskapad Medforskarmodell”, 1 det narmaste fardigstallts. Sammanlagt 15 sprid-
ningsaktiviteter har genomforts for att diskutera framvéxande resultat.

Med och for aldre - forebygga forsamrad halsa genom en samskapad med-
forskarmodell

Att forebygga forsamrad hélsa bland &dldre personer ar centralt for halsosamt aldrande. Det
har ocksa stor betydelse f6r vard och omsorgskonsumtion men det har visat sig att dldre
varderfarnas perspektiv ofta saknas i utvecklingen av vard och omsorg. For att fa in dessa
perspektiv fortsatte Stiftelsen arbetet ett redan pabdrjat projekt 1 samarbete med Soder-
malms stadsdelsforvaltning. Genom sju workshopar, tio kamratintervjuer, fyra analys- och
tva kunskapsutbytesseminarier utférdes en fullstédndig forskningsprocess 1 pilotform med
och av atta aldre ‘'medforskare’ i aldrarna 78-93 som hade levda erfarenheter av att hantera
egna eller andras omsorgsbehov.

Medforskargruppens arbete kom fram till en medforskarmodell som a) nar och involverar
dldre om &r isolerade hemma, b) genererar tdnkande “utanfor boxen” och innovativa los-
ningar for utveckling och forskning i1 praktiken, c) tar till vara och gynnas av éldre personers
genuina erfarenheter och kunskap. Genom modellens anvandning konstaterade medfors-
kargruppen att fokuset halsa och forsamring var for smalt och negativt. I stillet valde de in-
riktning att framja valbefinnande och utvecklade kunskap om sex prioriterade omraden
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som paverkar valbefinnande utifran aldres perspektiv. Ett av de omradena hade fokus pa
att se till att dldre personer far den hemtjénst de behover pa ett séatt som passar deras var-
dag och ar lyhérd for forandringar. Detta omrade hade sarskilt betydelse for vara partners
och planeringsprojektet avrundade med diskussioner som bidrog till en ansékan for en sex-
ars program av praktiknéra forskning med fokus pa samskapandet av hemtjiansten.

Utveckla arbetssdatt och samverkan kring personer med BPSD inom hem-
tjanst

Under hosten 2023 kommer sakkunnig i kognition pa Kungsholmens stadsdelsférvaltning
tillsammans med dldresjukskéterska pa Fridhemsplans vardcentral och den kommunala
hemtjiansten pa Kungsholmen genomféra ett projekt med syftet att implementera det ar-
betssitt som BPSD-registret erbjuder. Syftet 4r 4ven att undersoka hur hemtjanst och vard-
central kan samverka 1 detta arbete. I projektet kommer BPSD registreringar fore och efter
atgarder att goras. Mal med projektet &r fa till tydligare formuleringar vid bestéllning av in-
satser kopplade till behov hos den enskilde patienten samt kunna utvérdera insatserna for
att minska BPSD pa ett strukturerat siatt. Under 2023 genomfordes projektet och datain-
samling for aldrecentrums rapport paborjades. Projektet fortsitter under varen 2024 och
berédknas avslutas 1 maj.

Stiftelsen dldrecentrum har fatt i uppdrag att folja detta projekt med syfte att tillvarata de
lardomar som gors, framfor allt kring hur hemtjéanst och primérvard kan samverka 1 fra-
gan. Detta innebéar att kartligga hinder och framgangsfaktorer for samverkan, folja effekter
pa individniva av arbetsséttet tex om och hur bestéillningar férandras och vilken betydelse
det har samt folja hur BPSD symtom férandras for de personer som inkluderas i projektet.

Samverkan halso- och sjukvard och dldreomsorg vid utskrivning fran sjukhus

Under aret har Stiftelsen Aldrecentrum genomfort dialoger med Stockholms stads aldrefor-
valtning och hélso- och sjukvardsforvaltningen vid Region Stockholm avseende uppdrag for
att stétta samverkan vid utskrivning fran slutenvard (enligt Lagen om utskrivning... ”"LUS”).
Dialogen ar pagaende och under 2024 forvantas ett beslut kring uppdrag formuleras.

LUS-omstart EAV - Ett pilotprojekt inom stadsdelen Enskede-Arsta-Vantor.

Stiftelsen Aldrecentrum har tillsammans med Avdelningen Social omsorg dldre vid Ens-
kede-Arsta-Vantors stadsdelsférvaltning (EAV) samt Region Stockholm, arbetat med ett pi-
lotprojekt med syfte att ateruppta implementeringsarbetet enligt de riktlinjer som togs fram
1 och med lagen om samverkan vid utskrivning fran sluten hélso- och sjukvard, 1 Stock-
holms lan forkortat LUS.

I bérjan av 2023 fairdiogstéi]ldes och tryckte rapporten LUS-omstart: Ett pilotprojekt inom
stadsdelen Enskede-Arsta-Vantor.

Omstallning till God och Nara Vard

Under aret har Aldrecentrum har tillsammans med FoU nu, Nestor FoU-center, FoU Nord-
ost samt Akademiskt primarvardscentrum disponerat ett planeringsbidrag fran Forte for
att utveckla en forskningsansokan med fokus pa utvardering av omstéllningen till god och
néra vard i samverkan med kommun, region och civilsamhélle. Arbetet omfattade bla. in-
tervjuer med foretradare for kommuner, regionen, Storsthlm och SKR samt enkéter till
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chefer/strateger samt kommunala pensionarsrad i linets kommuner, och resulterade i en
ansokan om finansiering for ett trearigt forskningsprojekt till FORTE:s program om tillam-
pad valfardsforskning med titeln “"Utveckling och utvérdering av en praktisk guide for att
samskapa sammanhallen vard och omsorg — ett aktionsforskningsprojekt for och med soci-
altjanst, primérvard och dldre personer”. Stadsdelsomradet Hagersten-Alvsjo dr en av de
stadsdelar/kommuner som tillsammans med Region Stockholm avser delta 1 projektet om
medel beviljas.

Aldre som har bade hemtjanst och hemsjukvard i Stockholm

Miénga aldre personer har insatser av hemtjansten, andra har hjilp av hemsjukvarden, och
vissa har kombinerade insatser fran hemtjanst och basal hemsjukvard, vilket 4r den grupp
vi belyser i denna rapport. Aldre personer med bade hemtjénst och hemsjukvérd ar bero-
ende av insatser fran tva olika verksamheter och huvudmén och identifierades som en vik-
tig malgrupp redan i forarbetena till Adelreformen. Tanken var att reformen skulle inne-
halla ett kommunalt ansvar for hemsjukvarden, for att ddarmed f4 till stand ett samlat kom-
munalt ansvar for varden 1 hemmet av dldre personer. Genom reformen éverfordes storre
delen av den slutna langtidssjukvarden och den priméarvardsanknutna langtidsvarden vid
sjukhem fran landstingen till kommunerna.

Stiftelsen Aldrecentrum har Stiftelsen Aldrecentrum tog 2022 initiativ till att sammanstélla
registeruppgifter om &ldre personer i Stockholms kommun som hade insatser fran bade
hemtjanst och hemsjukvard. Syftet var att beskriva vad som kdnnetecknar hemmaboende
aldre med kombinerade vard- och omsorgsinsatser. Dataunderlaget bestar av alla individer
som 4r 65 ar eller aldre och finns registrerade som mottagare av hemtjanst. Rapporten pub-
liceras 2024.

2. Forebyggande arbete

Utveckling och implementering av "Livsstil och Hjarnhalsa”

Syftet med detta projekt ar att testa en modell for livsstilsférandringar som &r en vidareut-
veckling av FINGER- studiens design med syfte att pa ett resurssnalt och effektivt satt
kunna tilldmpas 1 stor skala pa befolkningsniva inom kommunal och regional preventiv
verksambhet. Projektet genomfors tillsammans med stadsdelen Jarva 1 Stockholm.

Skillnader jamfort med den mer strukturerade och kontrollerade FINGER-studiens ligger
framst 1 att deltagarna skapar sina egna skraddarsydda forandringsprogram utifran det for-
béttringsutrymme som deras nuvarande livsstil medger inom olika livsstilsdoméner, an-
passat till funktionsniva, intressen och motivation. De genomfor darefter detta program pa
egen hand, men erbjuds olika former av stéd. En annan skillnad jamfort med FINGER- stu-
dien ar ett utékat antal livsstilsdoméner med god evidens fran andra studier.

Programmet ar 6ppet for alla invanare 1 stadsdelen 6ver 65 ar och vi berdknar att under
projektperioden rekrytera cirka 10 nya deltagare per vecka. Stadsdelens syfte ar att inte-
grera modellen som ett permanent inslag i sin ordinarie hélsobeframjande verksamhet for
dldre invanare.
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De priméra utfallsmatten ar grad av livsstilsforédndringar efter 6 och 18 manader, forénd-
ringar i fysiologiska hélsomarkérer, och 1 vilken man deltagarna uppnar sina egna forand-
ringsmal.

Vi forvantar oss att denna sjdlvstyrda implementeringsmodell kommer att producera lang-
siktiga livsstilsforandringar som kommer att befréamja kognitiv hilsa 1 den éldre befolk-
ningen och som har potential att skalas upp och anvéndas i andra stadsdelar och kommu-
ner.

Studien kallades tidigare Implementering av FINGER-modellen i Rinkeby-Tensta.
NutriSym- Nutritionsrelaterade symtom och besvar

Forskningsprojektet paborjades hésten 2019 och &r ett samarbete mellan Aldrecentrum,
Akademiskt primérvardscentrum (APC), Karolinska Institutet och Hogskolan Kristianstad.
Syftet ar att utveckla och validera och ett nytt instrument, NutriSym, som kan anvéndas
for att identifiera och beskriva besvir och symtom vid underniring hos dldre personer. Ma-
let ar att utveckla ett anvéndarvanligt och effektivt instrument som kan bidra till att stiarka
nutritionsvarden och omsorgen for dldre personer.

Undernéring ér ett allvarligt tillstand som orsakar stort lidande och risken utveckla under-
néring 6kar med hogre alder. Upptécks risk for undernéring dr information om de symtom
och besvir som personen upplever av stor vikt for den omvardnadsansvariga personalen for
att en god och personcentrerad vard- och omsorg ska kunna erbjudas. Det finns idag inte ett
enkelt instrument som kan hjélpa till att fanga dessa besvér och symtom, utan en kombi-
nation av flera frageformulér behover anvéndas. Syftet med NutriSym-projektet ar att ut-
veckla och validera ett instrument som kan ge samma information som tre redan existe-
rande formulér ger tillsammans.

Under 2019-2022 har den forsta versionen av NutriSym fram. Under 2023 har NutriSym
bdrjat provas 1 en studie med &dldre personer inskrivna i den basala hemsjukvarden i region
Stockholm. Denna del av studien fortgar dven under 2024 och totalt ska n=100 personer in-
kluderas i studien.

Under 2024 kommer NutriSyms anvandbarhet att prévas 1 en studie som inkluderar perso-
nal och aldre personer fran regionens basala hemsjukvard och frén stadens dldreomsorg
(vard- och omsorgsboende). Personal fran vard- och omsorgsboenden 1 tre stadsdelar ar hit-
tills engagerade 1 denna del av studien som pabérjas i februari 2024. Ytterligare en delstu-
die planeras (2025) inom projektet for att besvara hur val fragorna i NutriSym fungerar
som helhet, ur ett mattekniskt/psykometriskt perspektiv.

Att forebygga ofrivillig ensamhet genom halsosamtal

Stockholms stad erhéll under 2023 ca 10 miljoner i stimulansmedel for att motverka ensam-
het bland aldre personer genom att starta, forbéttra eller utoka arbetet med halsosamtal.
Uppdraget till kommunerna att utveckla arbetet med hilsosamtal 4r en del 1 regeringens
treariga gemenskapssatsning. Malgruppen for satsningen ér de allra dldsta som inte har
hemtjanst och inte bor pa sérskilt boende, dvs. personer for vilka det kan saknas etablerade
kontakter for att fanga upp signaler om ofrivillig ensamhet. Aldreforvaltningen fordelade
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medlen till verksamheter inom stadsdelarna, baserat pa ansékningar som inkommit fran
bade forebyggande enheter och bestéllarenheter.

Aldrecentrums uppdrag var att i samarbete med dldreférvaltningen utforma och genomfora
en halvdagsworkshop med representanter for verksamheterna som erhallit stimulansme-
del. Syftet med workshopen var att skapa majligheter till erfarenhetsutbyte, larande och en
gemensam grund for stadens arbete med hélsosamtal. Intervjuer med verksamheterna lag
till grund for planeringen for att sikerstélla att workshopens upplédgg motsvarade behoven.
Som en del i uppdraget genomforde Aldrecentrum ocksa en omvérldsspaning/kartliggning
av befintlig kunskap och erfarenhet kring ofrivillig ensamhet hos dldre och interventioner
for att forebygga och bryta ofrivillig ensamhet. Omvéarldsspaningen/kartliggningen presen-
terades vid workshopen den 21 november 2023.

Arbetsmaterialet fran workshopen och omvarldsspaningen/kartlaggningen om ofrivillig en-
samhet har senare efterfragats och spridits till ytterligare verksamheter i staden.

3. Systematisk forandringsarbete och verksam-
hetsutveckling

Implementering av tidiga, forberedande samtal infor livets slut pa vard-
och omsorgsboende for aldre

I samarbete med Karolinska Institutet och stadsdelsforvaltningen Enskede-Arsta-Vantor
pagar ett doktorandprojekt, déar doktorandens huvudhandledare ar utredare vid Stiftelsen
Aldrecentrum. Det Gvergripande syftet &r att utforska implementering av tidiga, forbere-
dande samtal infor livets slut pa vard- och omsorgsboende for dldre. Ett ytterligare syfte &r
att 6versatta, anpassa och utvirdera en svensk version av verktyget Death Literacy Index.
Halvtidsseminarium genomfordes 1 september 2023 och avhandlingen planeras forsvaras
hosten 2025.

Under aret har fortsatt datainsamling genomférts: 1) Ett andra utskick enkét med fragor
om beredskap for vard 1 livets slutskede och personcentrerad vard har besvarats av 211 per-
soner som arbetar pa 8 sérskilda boenden for dldre (svarsfrekvens 30%). Den sista och av-
slutande workshoppen 1 en serie om fem har genomforts med chefer och omvardnadsperso-
nal vid tre sérskilda boenden som implementerar férberedande samtal som ordinarie rutin.
En vetenskaplig artikel har accepterats for publikation (se nedan) och en artikel om boendes
och narstaendes perspektiv pa effekter av att delta 1 tidiga forberedande samtal om véarde-
ringar och prioriteringar infor framtida vard i livets sista tid planeras skickas till vetenskap-
lig tidskrift under januari 2024.

Dokumentarfilm som verktyg for upplevelsebaserat larande om samtal om
livets sista tid i aldreomsorg

Den hér rapporten handlar om ett forskningsprojekt som provat dokumentérfilm for att for-
medla forskningens budskap. Projektets mal var att skapa en film som gestaltar hur sam-
talsverktyget DoBra-kortleken kan anvéandas for samtal om vérd i livets sista tid. Filmen
Att hitta in 1 samtalet portratterar arbetet med att inféra och anvénda samtalsmetoden pa
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ett sarskilt boende 1 Stockholm. Filmen visar hur personal tar sig an verktyget och &mnet
déende och dod, och hur personlig kontakt utvecklas under samtalet. Personerna 1 filmen &r
4ven deltagare 1 forskningsprojektet Implementering av proaktiva samtal 1 sdrskilda boen-
den for aldre vid Karolinska institutet och Stiftelsen Aldrecentrum i samarbete med &ldre-
forvaltningen 1 Stockholms stad. Rapporten undersoker vad filmen vacker hos olika mél-
grupper, dess relevans och anvandbarhet. I arbetet med filmen har &ven Kompetenscent-
rum for kultur och hilsa vid Region Stockholm, Palliativt kunskapscentrum i Stockholm,
dokumentarfilmare och filmvetare varit delaktiga.

Slutsatsen ar att filmen ger ny forstaelse for ett relationsbyggande och lyssnande forhall-
ningsséitt 1 samtal, att konstnérlig dokumentérfilm kan skapa identifikation, spegling och
kénslomassig forstaelse, att dokumentérfilm kan vara ett anvandbart verktyg for reflektion
och upplevelsebaserat ldrande, samt att kompetens fran vard och konst behéver kombine-
ras for att filmisk gestaltning inom varden ska bli relevant for malgrupperna.

Kvalitetspremie - ett forsok att starka kvalitet i hemtjansten

P& uppdrag Aldrefrvaltningen i Stockholms stad foljdes ett forsck att implementera en
kvalitetspremie inom hemtjansten upp. Forsoket var politiskt initierat och pagick under pe-
rioden maj till december 2022 med syfte att se om premien kunde fungera som ett incita-
ment for att strava mot en 6kad kvalitet inom hemtjansten. Totalt genomfordes 13 inter-
vjuer med utférare fran bade privat och kommunal hemtjénst och av olika storlek.

Var utredning visade att 1) fa hemtjanstutforare sékte kvalitetspremien och dnnu féarre fick
ta del av ersattningen, 2) hemtjénstutforare ansag att de tre indikatorerna for kvalitet som
lyfts 1 kvalitetspremien: kontinuitet, antal timmar utforda av timanstéllda och utbildnings-
niva ar relevanta kvalitetsmatt och 3) Hemtjanstutforare arbetar kontinuerligt med kvalitet
och inférande av en kvalitetspremie tycktes inte stimulera till kad utveckling.

Kliniskt traningscentrum (KTC) Stockholm stads samskapade verksamhets-
logik.

Stiftelsen Aldrecentrum fick i uppdrag av Enskede Arsta Vantérs stadsdelsforvaltning och
Aldrefsrvaltningen att ge stod till utveckling och 16pande uppfoljning av KTC Stockholm
stad samt inhdmta kunskap och erfarenheter anvindbara vid eventuell uppstart av andra
liknande verksamheter inom staden. Genom férberedande intervjuer och tre workshopar
med styrgruppsmedlemmar och personal vid KTC, samt analys av interna dokument tog vi
fram en samskapad verksamhetslogik. Den samskapade verksamhetslogiken beskriver pa
ett systematiskt satt KTC:s effektkedja, dvs. resurser, aktiviteter och malgrupper, forvan-
tade resultat och 6vergripande méal samt antaganden och kontextuella faktorer som kan pa-
verka huruvida KTC uppnar de forvantade resultaten ('make or break”-faktorer).

I december 6verlamnades en beskrivning av verksamhetslogiken 1 form av ett "levande do-
kument” som kan fyllas pa och éndras efter aktuella forutsattningar och tanks att anvindas
som utgangspunkt for prioriteringar och planering av uppfoljning. Ytterligare rapportering i
form av ett PM kommer att levereras till ldreforvaltningen och Enskede Arsta Vantérs
stadsdelsforvaltning 1 mars 2024.
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Uppfoljning av Palliativt Kunskapscentrum

Halso- och sjukvardsférvaltningen i1 Region Stockholm kontaktade under hosten
2022 Stiftelsen Aldrecentrum med en forfragan om att géra en uppféljning av verk-
samheten vid Palliativt Kunskapscentrum (PKC) for aren 2019 till 2022. Uppfol;j-
ningen syftade 1 huvudsak till att besvara fragor om (1) hur PKC arbetar for att na
sitt mal och vad det gett for resultat, (2) hur PKC:s organisation ser ut och
huruvida den dr d4ndamaélsenlig, samt (3) hur PKC samverkar med andra aktorer
for att na sina mal. I uppdraget ingick ocksa att ge forslag pa utvecklingsomraden
for avtal som styr PKC:s verksamhet samt den fortsatta verksamheten vid PKC.
Datainsamlingen byggde pa intervjuer med representanter for PKC, dess styr-
grupp och referensgrupper och en genomgang av dokument kopplade till PKC.

Resultaten visar att PKC ar en valfungerande verksamhet som bidrar till att goéra
det palliativa forhallningsséttet kdnt bland personal inom savil kommunal som
regionfinansierad vard och omsorg genom ett stort utbildningsutbud, en val ut-
byggd digital plattform for informationsspridning och god samverkan med en bredd
av relevanta aktorer. Ett PM 6verlamnades till Halso- och sjukvardsférvaltningen 1
juni.

Aktiviteter och traffpunkter for personer 65 ar och dldre med funktions-
nedsattning

I stadens arbete riktat till 4ldre personer (6ver 65 ar) och i handlingsplanen for
aldrevéanlig stad finns ett stort fokus pa att féorebygga och bryta ofrivillig ensamhet
och isolering samt att férebygga psykisk ohélsa. Enligt handlingsplanen for dldre-
vanlig stad har dldrendmnden fatt i uppdrag att 1 samverkan med idrottsndmnden,
socialndmnden och stadsdelsndmnderna identifiera hur aktiviteter och traffpunk-
ter for aldre personer med funktionsnedséattning (fysisk, psykisk, intellektuell) kan
utformas och forbéattras. Malgruppen kan ha insatser av socialtjansten, socialpsy-
kiatrin och dldreomsorgen. Dock saknas en samlad bild 6ver det nuvarande utbu-
det av aktiviteter och traffpunkter for personer éver 65 ar med funktionsnedsétt-
ning, samt en nulégesbeskrivning av hur stadsdelsférvaltningarna, aldreférvalt-
ningen, socialférvaltningen och idrottsférvaltningen arbetar med malgruppen.

Aldrecentrums uppdrag handlar om att kartlagga vilka aktiviteter och traffpunk-
ter det finns for personer 6éver 65 ar med funktionshinder som bor i1 ordinért boende
eller LLSS-boende 1 Stockholms stad, samt hur dessa erbjudanden &ar utformade. Vi-
dare ska undersokas hur stadsdelarna resonerar kring och arbetar med att na mal-
gruppen. Under december 2023 paborjades kartlaggningen genom att genomfora
intervjuer med avdelningschefer och enhetschefer inom dldreomsorgen, socialtjans-
ten och LSS-verksamheter. Uppdraget fortsidtter under varen 2024.

Uppfoljning av processen for genomforande av handlingsplanen for Aldre-
vanlig stad

Stadsledningskontoret har kontaktat Stiftelsen Aldrecentrum med en forfragan om
att folja upp processen for genomférande av handlingsplanen for Aldrevanlig stad.
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Planeringsarbetet paborjades i december 2023. Datainsamling, analys och rappor-
tering kommer att ske under varen 2024.

Delaktighet for alla i det digitaliserade samhallet, DELAD

Under aret har arbetet med det FoU gemensamma projektet Delaktighet for alla 1
det digitaliserade samhéllet (DELAD) fortsatt. Projektet ar ett samarbete mellan
Aldrecentrum, Nestor FoU, FoU Nordost, FoU nu samt forskargruppen CACTUS
(Cognitive Accessibility and Technology Use when Ageing in home and Society) pa
Karolinska Institutet.

Under 2023 har fokus legat pa kunskapsspridning och dialoger med beroérda akto-
rer. Under 2023 har tva dialogforum och sa kallad forskningsférmiddag (déar in-
bjudna forskare delgav sin kunskap kring dldre och teknikanvindning) arrange-
rats. Mellan 70 och 100 personer deltog vid respektive tillfalle.

Hur gor evidens nytta for brukare? Balans mellan anpassning och foljsamhet
av evidensbaserade arbetssatt

Under 2023 avslutades forskningsprojektet "Hur gor evidens nytta for brukare?
Balans mellan anpassning och féljsamhet av evidensbaserade arbetssétt”, som fi-
nansierats inom ramen for FORTE:s program om tillampad valfardsforskning och
som drivits av Stiftelsen Aldrecentrum tillsammans med FoU nu och forskare pa
Karolinska Institutet. Projektet syftade till att underséka hur dilemmat kring ba-
lansen mellan anpassning och féljsamhet till evidensbaserade arbetssétt hanteras i
socialtjansten och hur ett strukturerat reflektionsstod kan paverka hanteringen. I
projektet utvecklades och testades ett arbetsmaterial for att stédja personal och
chefer inom socialtjdnsten i att reflektera kring anpassning och féljsamhet vid inf6-
randet av nya arbetsséatt. Materialet har dven vidareutvecklats till en guide for att
utforma workshops 1 syfte att utbilda och handleda personal och chefer.

Projektets resultat och guiden har presenterats for medlemmarna 1 Nationell sam-
verkansgrupp for kunskapsstyrning inom socialtjinsten och representanter for den
nationella RSS-nitverken vid det gemensamma nitverksmotet 12 december, som
anordnades av SKR. Under 2023 publicerades tva vetenskapliga artiklar fran pro-
jektet 1 vetenskapliga tidskrifter.

Stod till verksamhetsutveckling

Stiftelsen har under 2023 arbetat med att ta fram workshopserier for vard- och om-
sorgsverksamheter som 6nskar stiéd i sitt verksamhetsutvecklingsarbete. Under
workshopserierna erbjuder Aldrecentrum bland annat metodforelasningar/semi-
narier, praktisk 6vning, handledning och stod 1 genomforandet av ett utvecklings-
arbete. Verksamheterna anméler sig till workshopserierna med ett “case” — ett pa-
gaende utvecklingsarbete eller en fraga man 6nskar arbeta med — som man genom
workshopserien far stod att genomfora. Under 2023 har struktur och material for
tva workshopserier tagits fram, en for stod till hallbar implementering och en for
stod till uppf6ljning och analys av sin verksamhet.
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En referensgrupp med personer fran olika dldreomsorgsverksamheter i Stockholms
stad har foljt Aldrecentrums arbete med att ta fram workshopserierna och bidragit
med sin syn pa verksamheternas behov av stod till utvecklingsarbete samt ater-
koppling pa de uppliagg och material som Aldrecentrum tagit fram. Workshopseri-
erna kommer genomforas, testas och utviarderas en forsta gang under 2024 och pla-
neras darefter erbjudas fér vard- och omsorgsverksamheter aterkommande.

Stod till hallbar implementering

Som ett led i Aldrecentrums interna utvecklingsarbete har under aret en prelimi-
nér version av stodet "Hallbar implementering”, baserad pa Folkhilsomyndighet-
ens material om implementering, tagits fram. Stodet syftar till att ge verksamheter
okade kunskaper och fiardigheter inom implementeringsomradet och ett strukture-
rat stod 1 deras verksamhetsutveckling. Stodet riktar sig till chefer och medarbe-
tare som inom sin tjanst har ansvar for att implementera nya arbetssétt, och har
fokus pa praktiskt genomférande av implementeringsarbete. Tanken &r att stodet
ska komplettera befintligt utbud av utbildning och st6d, t.ex. Centrum for epidemi-
ologi och samhéllsmedicins (CES) metodstod for implementering.

Stodet bestar av tre fysiska workshoppar och tre digitala moten fordelade 6ver en
termin, samt en fjarde (fysisk) uppfoljningsworkshop efter 6 manader. En pilot-
version av stédet har presenterats och diskuterats med en referensgrupp med re-
presentanter fran malgruppen, som ser stor potential 1 ett sddant praktiskt inrik-
tat stod.

Stod till uppfoljning och analys av sin verksamhet (Individbaserad syste-
matisk uppfoljning)

Workshopserien for stod till uppf6ljning och analys av sin verksamhet utgar fran
utbildningen i1 Individbaserad systematisk uppféljning (ISU) som tagits fram av
Partnerskapet till stéd for kunskapsstyrning inom socialtjansten (SKR, Socialsty-
relsen och RSS). Aldrecentrums stéd kompletterar och bygger vidare pa redan be-
fintliga stod till ISU och fokuserar sarskilt pa genomforandet av uppfoljning,
sasom det praktiska arbetet med att vilja fraga och métmetod, och hur man sam-
manstéller och analyserar sin insamlade information. Fem workshopar med olika
teman erbjuds under ca en termin, och mellan dessa erbjuds vid ett par tillfdallen
dven individuell handledning. De deltagande verksamheterna genomf6r under
workshop-perioden en uppf6ljning i sin verksamhet.

Stod till att formulera en verksamhetslogik
Under 2023 har Aldrecentrum ocksa arbetat med att ta fram koncept och struk-
turer for att stodja verksamheter 1 att ta fram en verksamhetslogik for sitt arbete.

Under aret har vi tagit fram en preliminar version av stodet "Verksamhetslogik
som redskap for organisationsutveckling”. Upplagg och innehall i stodet &ar baserat
pa var utredning med KTC Stockholm stad. Stodet syftar till att ge verksamheter
kunskap och fardigheter i hur en verksamhetslogik kan samskapas och anvéandas,
konceptet ar inspirerat av den modell som beskrivs av Hasson, Richter & Schwarz 1
bokkapitlet "Getting everyone on the same page: Cocreated program logic (COP)”.
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Genom att ta fram en samskapad verksamhetslogik kan verksamheterna stottas i
planering av insatser och initiativ tillsammans med sina malgrupper och andra re-
levanta aktorer. Stodet ar tankt att besta av en on-demand introduktionsfilm som
presenterar konceptet och stéller fragor till verksamheten. Baserat pa svaren kan
verksamheten avgora om de vill de ga vidare med att skapa en verksamhetslogik
pa egen hand, med hjélp av ett paket med nedladdningsbart arbetsmaterial, mall,
och upplédgg till samskapande workshopar, eller med stéd av Stiftelsen Aldrecent-
rum (ett "handledningspaket” med gruppseminarium, tva workshopar pa arbets-
platsen och stod 1 att formulera och dokumentera verksamhetslogiken). For att
folja upp effekterna av stodet kommer vi halla ett uppfoljande seminarium dér del-
tagare utbyter erfarenheter av att anvianda verksamhetslogiken 1 praktiken.

4. Aldres hilsa och omsorgsbehov

Swedish national study on aging and care, SNAC

Den nationella longitudinella befolkningsstudien, SNAC (Swedish national study
on aging and care) har bedrivits sedan 2001. SNAC omfattar fyra geografiska om-
raden, Stockholm Kungsholmen/Essingeéarna, Nordanstig, Skane och Blekinge.

I Stockholm bestar SNAC-studien av tva delar: en befolkningsdel (SNAC-K) dér ett
representativt urval av personer 60 ar och dldre boende pa Kungsholmen/Essingeo-
arna genomgar en omfattande undersékning avseende hélsa, levnadsvanor och vill-
kor, samt en dldreomsorgsdel (SNAC Stockholm dldreomsorg, tidigare SNAC-K
vardsystem) som omfattar registerdata om beslut om dldreomsorgsinsatser.

SNAC-K, befolkningsstudie

I SNAC-K befolkningsstudie har 4 860 personer boende pa Kungsholmen/Essingeo-
arna deltagit sedan starten. Alla deltagare genomgar en klinisk undersokning, in-
tervju om hélsa och livsstil samt far sitt minne testat. Syftet med studien ar bland
annat att studera 6vergangen fran normalt aldrande till sjuklighet och nedsatt
funktionsformaga samt kartlagga risk- och friskfaktorer.

Befolkningsstudien har under 2023 fortsatt med undersékningsfas 2022 - 2024,
uppfoljning av personer 72 ar och dldre samt genomfora baslinjeundersokning av
personer 60 ar.
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Tabell 1 Antal personer som deltagit 1 SNAC-K befolkningsstudien under 2023, fas
2022 - 2024.

Andra Fjarde Forsta  Femte Tredje  Sjitte Femte Sjunde Baslinje

uppfoljn.  uppfoljn.  upp- uppféljn.  upp- upp- upp- upp- under-
foljn. foljn. foljn. foljn. foljn. sokn
72 ar 81 ar 87 ar
84 ar 90 ar 93 ar 96 ar 99+4ar 60 ar
Sjuksks- 251 97 71 29 32 9 12 2 86
terske inter-
vju
Lékarunder- 251 97 71 29 32 9 12 2 86
sokning
Test av kog- 221 78 65 26 24 8 4 1 66

nitions-for-
magan Test-
ledare 1 psy-
kologi

Alla fragor, undersékningar och tester granskas for att bibehalla hog kvalitet pa
insamlade data. Detta arbete gors tillsammans med personalen som samlar in data
samt forskningsledarna pa de olika omradena som ingar i nationella SNAC.

V1 har haft studiebesok vid tva tillfallen, 30/1 och 13/2, av nya doktorander pa
ARC, Karolinska Institutet da datainsamlingsarbetet har presenterats.

SNAC-K data som samlats in genom Aldrecentrums forsorg har under ar 2023 re-
sulterat 1 hela 45 vetenskapliga artiklar. 4 doktorsavhandlingar som bygger pa
data fran SNAC-K har forsvarats vid Karolinska Institutet under 2023.

SNAC Stockholm Aldreomsorg

Studien SNAC Stockholm Aldreomsorg syftar till att bidra till en jamlik och behov-
sanpassad dldreomsorg genom att tillhandahéalla underlag fér styrning och ledning
samt vetenskapligt kunskapsbyggande.

Studien baseras pa data inhadmtat fran Stockholms stads sociala dokumenttionssy-
stem "Paraplyet”. Data omfattar samtliga beslutsunderlag for beviljade insatser
fran dldreomsorgen, for samtliga individer 65 ar och dldre, boende 1 Stockholm
stad. Data innehaller demografiska variabler och standardiserade uppgifter om be-
hovsrelaterade faktorer, exempelvis behov av hjilp med personlig hygien, forflytt-
ning, pa- och avkladning, rorelsehinder, kognitiv nedséttning och oro. Data baseras
pa bistandshandliaggarnas bedéomningar och dokumentation. Godkdnnande fran
etikprovningsmyndigheten, dnr 2020-03778 finns for att inhédmta data fran Stock-
holms stads sociala dokumentationssystem for aren 2015-2030. Data till studien
inhamtas 16pande, och finns idag fér aren 2015-2022.

Fragestillningar som kan besvaras inom ramen for studien dr hur dldreomsorgsin-
satser ar relaterade till bedomda behov, hur férloppen av behov och insatser ser ut,
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fran forsta gangen en insats beviljas tills individen avlider, hur dldreomsorgens in-
satser samvarierar med konsumtion av hélso- och sjukvard och hur det férandras
over tid.

For att besvara fragestdllningar kring hur de olika komponenterna i vard- och om-
sorgssystemet (dldreomsorgen, halso- och sjukvarden, informell omsorg) samvarie-
rar med varandra, kompletteras data gillande dldreomsorgsinsatser med individ-
data fran VAL-databasen gillande vardkonsumtion och diagnoskoder.

Arbetet i SNAC Stockholm Aldreomsorg bedrivs i samarbete mellan Stiftelsen
Stockholms ldns Aldrecentrum, Stockholms stad och Region Stockholm. Regel-
bundna avstdmnings- och samordningsmoten sker ocksa med 6vriga delar i den
nationella SNAC studien. Under 2023 har en online-seminariumserie med Social-
departementet initierats 1 syfte att regelbundet presentera och diskutera resultat
fran samtliga SNAC delstudier.

Under 2023 har flera forsknings- och utredningsprojekt som baseras pa data fran
SNAC Stockholm Aldreomsorg pagatt:

Doktorandprojekt

I januari 2023 startade doktorandprojektet som dr ett samarbete mellan Stiftelsen
Aldrecentrum och Ageing Research Center, ARC p& Karolinska Institutet. Avhand-
lingens delarbeten baseras till stor del pa data och resultat fran SNAC Stockholm
Aldreomsorg. Ansvariga for SNAC Stockholm Aldreomsorg pa Stiftelsen Aldrecent-
rum, ar bihandledare i doktorandprojektet. Huvudhandledare finns pa Aging Rese-
arch Center, Karolinska Institutet.

Avhandlingens forsta delarbete

I detta arbete undersoks sjukvardskonsumtionen fére debut 1 dldreomsorgen. I stu-
dien anvands data gillande hélso-och sjukvard fran Region Stockholm (VAL-data-
baser) som kombineras med data fran studien SNAC Stockholm Aldreomsorg. Data
innehaller information om vardkontakter och episoder av sjukhusvard samt funkt-
lonsniva, informell omsorg, sociodemografi och typ och omfattning av beviljad dldre-
omsorg hos personer >65 ar som beviljats dldreomsorg for forsta gdngen i Stockholms
kommun mellan juli 2021 och juni 2022 (n=4075). Inom studien kartlaggs episoder
av slutenvard som sammanfoll med datum for det forsta beslutet om dldreomsorg
samt konsumtion av éppenvard 6 och 12 manader fore debut. Data analyseras de-
skriptivt och med regressionsmodeller. Manuskriptet planeras skickas for publice-
ring 1 vetenskaplig tidskrift under varen 2024.

Debutanter inom dldreomsorgen - hur ser livssituationen ut ndr dldre personer
beviljas dldreomsorg for forsta gdangen?

Inom ramen for forskningsprojektet SAMSAS har en delstudie syftat till att under-
soka 1 vilken livssituation personer 65+ beviljas dldreomsorg (utéver trygghetslarm)
for forsta gangen, vilka som tenderar att debutera med omfattande omsorgsbehov
samt vilka insatser som beviljats och i1 vilken omfattning. Vidare studeras om det
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skett forandringar mellan 2015 och 2022 vad giller debutanternas omsorgsbehov
samt beviljade insatser (givet ett visst omsorgsbehov).

Resultaten visar att det arligen var mellan 3800 och 4500 personer som beviljades
aldreomsorg for forsta gangen i Stockholms stad. I forhallande till befolkningens
storlek var det nagot farre som beviljats dldreomsorg for forsta gangen under aren
2020 och 2022, jamfort med 6vriga ar. Den sociodemografiska sammanséttningen av
aldreomsorgens debutanter var oférandrad under de atta aren som studerats: Cirka
60% var kvinnor, medianaldern var 80 ar och tva tredjedelar var ensamboende.
Cirka 60% hade informell omsorg minst en gang per vecka och 30% dagligen, enligt
bistandshandlaggarnas uppgifter.

Ar 2022 hade niistan 30% hade redan omfattande omsorgsbehov nér de beviljades
daldreomsorg for forsta gangen. Denna andel ¢kade fran 21% sedan 2015. Att debu-
tera med stora omsorgsbehov var vanligare bland dem som var 90 ar eller dldre,
samboende personer, de med lag inkomst och de som hade informell omsorg minst
en gang per vecka.

Halften debuterade 1 samband med en sjukhusvistelse och hemtjansten var den do-
minerande insatsen under samtliga ar (85-87%). Hemtjidnstens omfattning mins-
kade nagot 1 forhallande till de bedomda behoven mellan 2015 och 2022. Beviljade
insatser kan tolkas som ett resultat av individens behov, bendgenheten att anséka
om insatser och hur insatser beviljas fran kommunen.

Aldre personer som har bdde hemtjdnst och hemsjukvadrd i Stockholm - en regis-
terstudie

Stiftelsen Aldrecentrum tog 2022 initiativ till att sammanstélla registeruppgifter
om &ldre personer 1 Stockholms kommun som hade insatser fran bade hemtjanst
och hemsjukvard. Syftet var att beskriva vad som kdnnetecknar hemmaboende
dldre med kombinerade vard- och omsorgsinsatser.

Dataunderlaget bestar av alla individer som &r 65 ar eller dldre och finns registre-
rade som mottagare av hemtjanst i Stockholm kommuns sociala dokumentations-
system Paraplysystemet, fran den 1 januari 2019 till 28 februari 2021. Bland alla
med hemtjanst identifierades personer som samtidigt var inskrivna i regionens ba-
sala hemsjukvard, med hjalp av Region Stockholms VAL-databas fér vardperiod,
oppenvard och slutenvard. Ursprungspopulation, de med nagon form av insats
franaldreomsorgen, bestod av drygt 40 000 individer, varav cirka 26 000 individer
hade insatser fran hemtjansten. Av dessa hade cirka 7 500 individer ocksa insatser
fran regionens hemsjukvard.

Resultaten visar att andelen av personer 80 ar och dldre med hemtjianst, som ocksa
hade hemsjukvard varierade mellan stadsdelsférvaltningarna, fran 25 till 37 pro-
cent. Bland alla 80 ar och &dldre utgjorde de 8 procent av befolkningen. Jimfér man
de med kombinerade insatser med dem som hade enbart hemtjéanst, framkommer
ett monster. De med kombinerade insatser var 6ver lag ett par ar aldre och bestod
av fler kvinnor 4n mén, jamfort med hemtjanstgruppen. Vidare hade gruppen ett
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storre behov av stod for de personliga aktiviteterna i dagliga livet (PADL) och
samre kognitiv formaga 4n de med enbart hemtjianst. Den sammanfattade funkt-
ionsformagan, som inkluderar behov av hjalp med PADL, rérelseférmaga och kog-
nitiv funktion, visar att de med bade hemtjinst och hemsjukvard hade 6ver lag be-
tydligt storre funktionsnedséattningar, jamfort med de med enbart hemtjanst.

De stora funktionsnedsittningarna hos de med kombinerade insatser avspeglas
ocksa 1 att de hade mer hemtjansttimmar, 4n de med enbart hemtjénst. Det var till
exempel dubbelt si vanligt med stora hemtjanstinsatser (80 timmar eller mer) per
manad bland dem med bade hemtjinst och hemsjukvard &n bland dem med enbart
hemtjanst. Sammanfattningsvis kdnnetecknas dldre personer med kombinerade
insatser av att de hade storre funktionsnedséattningar och hade mer insatser fran
hemtjansten 4n de med enbart hemtjanst.

Resultaten har presenterats pa frukostseminarium i Aldrecentrums regi under va-
ren 2023 och sammanstélls 1 rapport som publiceras varen 2024.

Fordndring av boendetiden pa sdrskilt boende i Stockholms kommun 2015—2022

I samarbete med Karolinska institutet och Stockholms universitet for projektet
“Kvarboendet — fran politik till praktik. Konsekvenser av den svenska dldreomsor-
gens avinstitutionalisering for 4ldre personer och deras anhoriga”. Det 6vergri-
pande syftet med projektet ar att studera vilka konsekvenser minskningen av plat-
ser pa sarskilt boende fatt for 4ldre personer och deras anhoriga. Under 2023 har
Stiftelsen Aldrecentrum medverkat i en av projektets delstudier som syftar till att
analysera hur boendetiderna pa sarskilt boende féradndrats mellan dren 2015 och
2022 samt att understka hur boendetiderna skiljer sig for personer med respektive
utan kognitiv svikt vid inflyttning. Analyserna inkluderar samtliga personer som
flyttat in till sdrskilt boende mellan 2015—2022. Analyserna har pagatt under
2023 och en vetenskaplig artikel &r under arbete.

Stockholm SNAC 2022 - en beskrivning av dldreomsorgen i Stockholms stad 2022

Under 2023 gav Aldreforvaltningen Stiftelsen Aldrecentrum i uppdrag att genom-
fora en nuldgesanalys baserad pa data fran SNAC Stockholm Aldreomsorg och ar
2022. Syftet var att analysera hur dldreomsorg beviljas 1 relation till bedomda be-
hov och att tillhandahalla ett kunskapsunderlag for planering och styrning av en
jamlik dldreomsorg. Fragestillningarna att besvara inom uppdraget var: Vad som
karaktéiriserar omsorgstagarna (sociodemografiska faktorer och behov) i Stock-
holms stad och 1 stadsdelarna, vilka insatser beviljas givet bedémda behov och so-
ciodemografiska faktorer samt om och hur omsorgstagarna och beviljade insatser
skiljer sig 2022 jamfort med tidigare ar (2015-2021)?

Resultaten har presenterats hos Aldreférvaltningen samt levererats i skriftligt for-

mat (ppt-format) under december 2023. Publikation av resultat kommer att ske
inom ramen for Stiftelsen Aldrecentrums skriftserie.
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Livet star pa vant - en kvalitativ studie om hur dldre personer i Stockholm
upplevde Covid-19 pandemins forsta vag

Under 2021 publicerades en rapport om hur dldre personer i Stockholm hanterat
och upplevt tiden som senare beskrivits som coronapandemins forsta vag. Studien
bygger pa enkater som skickats ut till ett representativt urval av personer 70 ar
och idldre 1 Stockholms stad. Nastan 2400 personer (motsvarande 64% svarsfre-
kvens) besvarade enkédten mellan juni och september 2020. Ett extra stort urval av
personer 85 ar och dldre gav unika mojligheter att kunna belysa situationen for de
dldsta, en grupp som 1 studier ofta saknas eller 4r underrepresenterat.

I slutet av enkéiten ombads de svarande att skriva ned vad som tydligast har pa-
verkat dem eller férandrat deras liv under coronapandemin. I syfte att utforska be-
skrivningar av hur dldre personer upplevde pandemins férsta méanader har vi ge-
nomfort en induktiv ramverksanalys for att klassificera och organisera de 6ver
1900 svaren 1 6vergripande kategorier och teman. Analysen resulterade 1 tre te-
man:

1) ”I bérjan gick det ratt bra att halla ut” — Faktorer av betydelse fér hur pandemin
paverkat mitt liv.

2) ”Jag kan inte vara ute bland folk som vanligt”- hur min vardag férandrats.
3) "Livet star pa vant’- Hur jag tdnkt och kéant.

Resultatet beskriver hur pandemin férédndrade dldre personers vardag, hur man
tankt och ként och hur livsvillkor, forhallningssétt, tiden och tolkning och f6ljsam-
het till radande rekommendationer spelat roll for hur man paverkats. Studien bi-
drar med kunskap om hur anpassningar till den nya tillvaron skett, den kénslo-
méssiga paverkan och upplevelser av att livet sattes pa viant. Under 2024 kommer
den att publiceras inom ramen for Aldrecentrums skriftserie.
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Samverkan

Stiftelsen Aldrecentrum finns representerad i:

Nationell Samverkansgrupp for kunskapsstyrning inom socialtjansten (NSK-S),
inkl. dess arbetsutskott’

Referensgrupp reformering socialtjanst (SKR)

Ledningsgruppen for Socialstyrelsens nationella riktlinjer for palliativ vard
Intresseféreningen for FoU-enheter inom valfiardsomradet, FoU Valfard
Regionala och nationella RSS-natverket for dldreomsorg och kommunal hélso- och
sjukvard.

Nationella RSS-nitverket for regionalt stod till uppfoljning och analys
Regionala Funktionshindernitverket 1 Stockholm.

Regionalt nitverk kognitiv svikt/demens

Nationellt natverk for samverkansforskning

Regionala samverkansparter

FOU nu

FoU Nordost

FoU Nordvést

Nestor FoU-center

FoU-natverket for individbaserad systematisk uppfoljning
Akademiskt primérvardscentrum (APC)

Natverket for Health and Social Care studies
Praktikertjanst Rehab

PRO

SPF Seniorerna

Nationella samverkansparter

Stiftelsen Svenskt Demenscentrum
Statens beredning for medicinsk och social utviardering (SBU)
Svenska palliativregistret

SWECO

Akademiska samarbetsparter

Karolinska Institutet
o Neurobiologi, vardvetenskap och samhélle, NVS, Ageing Research Center,
ARC
o Neurobiologi, vardvetenskap och samhélle, NVS, Allmidnmedicin och pri-
maéarvard
o Neurobiologi, vardvetenskap och samhélle, NVS avdelningen f6r omvard-
nad

o Neurobiologi, vardvetenskap och samhélle, NVS avdelningen arbetsterapi
o Institutionen for Liarande, Informatik, Management och Etik, Medical Ma-
nagement Centre, forskargruppen SOLIID

Sida 26 av 38



Tjansteutlatande 2/2024

aldrecentrum

forskning & utveckling

o Institutionen for Larande, Informatik, Management och Etik, Centrum for
Halsoinformatik
o Institutionen for Liarande, Informatik, Management och Etik, Innovativ
vard
Centrum for glesbygdsmedicin, Storuman
Hogskolan 1 Kristianstad
Hogskolan Kristianstad, Fakulteten for hilsovetenskap
Institutet for gerontologi, Halsohdgskolan 1 Jonk6ping/Jonkoping university
Jonkdpingsuniversitet
Link6pings universitet
Lule4 Tekniska Hogskola
Max-Planck institute for demographic research, MPIDR, Rostock, Tyskland
Rotterdam university, Nederlénderna
Sophiahemmet hogskola
Stockholms universitet, Institutionen for socialt arbete
Sydney University, Australien
Ume4 universitet
Vrije universiteit, Bryssel, Belgien
Western Sydney university, Australien
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Stiftelsen Aldrecentrum har presenterat projekt vid ett flertal tillfallen
under 2023:

Datum Sammanhang Amne
230112 SBUs planeringsdag Aldreomsorgens utmaningar
230309 Chefsutbildning Palliativt kom- Proaktivt palliativt forhallningssatt
petenscentrum
230326 Trekantens Servicehus Proaktivt palliativt forhallningssatt
230409 Hogdalens vard och omsorgbo- | Proaktivt palliativt forhallningssatt och film
ende
230418 Seniorvardsberedningen, Reg- Presentation av Stiftelsen Aldrecentrum
ion Stockholm
230423 Vetenskapsfestivalen D6Bra samtal om livets sista tid
230505 Forskarforum Vastra Gotaland - | Samskapad samverkan for att férebygga for-
region samrad halsa hos dldre, Samsas
230511 Storsthims God och nédravard - | Planering av Egenvard Informationsmote
kommunernas samordningsnat- | och workshop. Presenterade STEG-projektet
verk
230522 ICIC-konferensen i Antwerpen, Poster om Samsas
Belgien
230522 ICIC-konferensen i Antwerpen, Vad karakteriserar personer som beviljats
Belgien dldreomsorg for forsta gangen? En register-
studie baserad pa SNAC Stockholm
230523 23rd International Conference A participatory action research project to co-
on Integrated Care design collaborative prevention of deteriora-
tion of health in older adults SAMSAS
230524 23rd International Conference Co-designing collaboration to prevent health
on Integrated Care deterioration for older people
230525 International Centenarian Con- | Rethinking Superaging: A Longitudinal Ap-
sortium ICC 2023, Marstrand proach to Maintenance of Function in Old
Age
230828 Nestor digitalt seminarium Proaktivt palliativt forhallningssatt och film
230907 Halsoveckan iJarva, Folkets Hus | Livsstil och Harnhalsa
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Revisionsberattelse
Till styrelsen i Stiftelsen Stockholms lans Aldrecentrum, org.nr 802012-0948

Rapport om arsredovisningen

Uttalanden
Vi har utfért en revision av arsredovisningen fér Stiftelsen Stockholms lans Aldrecentrum fér &r 2023.

Enligt var uppfattning har arsredovisningen upprattats i enlighet med arsredovisningslagen och ger en
i alla vasentliga avseenden rattvisande bild av stiftelsens finansiella stallning per den 31 december
2023 och av dess finansiella resultat for aret enligt arsredovisningslagen. Férvaltningsberattelsen ar
férenlig med arsredovisningens 6vriga delar.

Grund for uttalanden

Vi har utfért revisionen enligt International Standards on Auditing (ISA) och god revisionssedi Sverige.
Vart ansvar enligt dessa standarder beskrivs narmare i avsnittet Revisorns ansvar.

Vi &@r oberoende i férhallande till stiftelsen enligt god revisorssedi Sverige och har i dvrigt fullgjort vart
yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och &ndamalsenliga som grund fér vara
uttalanden.

Styrelsens och verkstallande direktérens ansvar

Det ar styrelsen och verkstéallande direktéren som har ansvaret foér att arsredovisningen uppréttas och
att den ger en rattvisande bild enligt arsredovisningslagen. Styrelsen och verkstéllande direktdren
ansvarar aven for den interna kontroll som de beddémer &r nédvandig for att uppréatta en arsredovisning
som inte innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller pa
misstag.

Vid upprattandet av arsredovisningen ansvarar styrelsen och verkstéllande direktéren for
bedébmningen av stiftelsens formaga att fortsatta verksamheten. De upplyser, nar sa &r tillampligt, om
forhallanden som kan paverka formagan att fortsatta verksamheten och att anvanda antagandet om
fortsatt drift. Antagandet om fortsatt drift tillAmpas dock inte om styrelsen och verkstallande direktdren
avser att upphéra med verksamheten eller inte har nagot realistiskt alternativ till att géra detta.

Revisorns ansvar

Vara mal ar att uppna en rimlig grad av sakerhet om huruvida arsredovisningen som helhet inte
innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller pa misstag, och
att lamna en revisionsberattelse som innehaller vara uttalanden. Rimlig sakerhet &r en hdg grad av
sékerhet, men &r ingen garanti fér att en revision som utfors enligt ISA och god revisionssed i Sverige
alltid kommer att upptacka en vasentlig felaktighet om en sadan finns. Felaktigheter kan uppsta pa
grund av oegentligheter eller misstag och anses vara vasentliga om de enskilt eller tillsammans
rimligen kan férvantas paverka de ekonomiska beslut som anvéndare fattar med grund i
arsredovisningen.
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Som del av en revision enligt ISA anvénder vi professionellt omddéme och har en professionellt
skeptisk instéllning under hela revisionen. Dessutom:

e identifierar och bedémer vi riskernafér vasentliga felaktigheter i arsredovisningen, vare sig dessa
beror pa oegentligheter eller pa misstag, utformar och utfér granskningsatgarder bland annat
utifrdn dessa risker och inhamtar revisionsbevis som &r tillrackliga och &ndamalsenliga for att
utgdra en grund fér vara uttalanden. Risken for att inte upptacka en vasentlig felaktighet till féljd av
oegentligheter &r hégre an for en vasentlig felaktighet som beror pa misstag, eftersom
oegentligheter kan innefatta agerande i maskopi, férfalskning, avsiktliga utelamnanden, felaktig
information eller asidoséattande av intern kontroll.

e skaffar vi oss en forstaelse av den del av stiftelsens interna kontroll som har betydelse fér var
revision for att utforma granskningsatgéarder som ar lampliga med hansyn till omstandigheterna,
men inte for att uttala oss om effektiviteten i den interna kontrollen.

e utvarderar vilampligheten i de redovisningsprinciper som anvands och rimligheteni styrelsens och
verkstallande direktérens uppskattningar i redovisningen och tillhérande upplysningar.

e drar vi en slutsats om lampligheten i att styrelsen och verkstallande direktéren anvander
antagandet om fortsatt drift vid uppréattandet av arsredovisningen. Vi drar ocksa en slutsats, med
grund i de inhdmtade revisionsbevisen, om huruvida det finns nagon vésentlig osékerhetsfaktor
som avser saddana handelser eller férhallanden som kan leda till betydande tvivel om stiftelsens
formaga att fortsatta verksamheten. Om vi drar slutsatsen att det finns en vésentlig
osakerhetsfaktor, maste vi i revisionsberéttelsen fasta uppmarksamheten pa upplysningarna i
arsredovisningen om den véasentliga osakerhetsfaktorn eller, om s&dana upplysningar ar
otillrackliga, modifiera uttalandet om arsredovisningen. Vara slutsatser baseras pa de
revisionsbevis som inhdmtas fram till datumet for revisionsberéttelsen. Dock kan framtida
handelser eller férhallanden géra att en stiftelse inte lAngre kan fortsatta verksamheten.

e utvarderar jag den dvergripande presentationen, strukturen och innehéallet i arsredovisningen,
déribland upplysningarna, och om arsredovisningen aterger de underliggande transaktionerna och
handelserna pa ett sétt som ger en rattvisande bild.

Vi méste informera styrelsen om bland annat revisionens planerade omfattning och inriktning samt
tidpunkten fér den. Vi maste ocksa informera om betydelsefulla iakttagelser under revisionen,
daribland eventuella betydande brister i den interna kontrollen som vi identifierat.

Rapport om andra krav enligt lagar och andra forfattningar
Uttalande

Utdver var revision av arsredovisningen har vi &ven utfort en revision av styrelsens och verkstéllande
direktdrens forvaltning for Stiftelsen Stockholms lans Aldrecentrum for ar 2023.

Enligt var uppfattning har styrelseledaméterna och verkstéllande direktéren inte handlat i strid med
stiftelselagen, stiftelseférordnandet eller arsredovisningslagen.

Vi tillstyrker ansvarsfrihet for styrelsens ledaméter och verkstéallande direktéren for rékenskapsaret.
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Grund for uttalande

Vi har utfért revisionen enligt god revisionssed i Sverige. Vart ansvar enligt denna beskrivs narmare i
avsnittet Revisorns ansvar. Vi ar oberoende i férhallande till stiftelsen enligt god revisorssed i Sverige
och har i 6vrigt fullgjort vart yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrdckliga och andamalsenliga som grund fér vart
uttalande.

Styrelsens och verkstallande direktérens ansvar

Det ar styrelsen och verkstéllande direktéren som har ansvaret for forvaltningen enligt stiftelselagen
och stiftelseférordnandet.

Revisorns ansvar

Vart mal betraffande revisionen av férvaltningen, och darmed vart uttalande, ar att inhamta
revisionsbevis for att med en rimlig grad av sékerhet kunna bedéma om nagon styrelseledamot eller
verkstallande direktéren i nagot vasentligt avseende:

o fbretagit nagon atgard eller gjort sig skyldig till nAgon férsummelse som kan féranleda
ersattningsskyldighet mot stiftelsen, eller om det finns skal fér entledigande, eller

e panagot annat satt handlat i strid med stiftelselagen, stiftelseférordnandet eller
arsredovisningslagen.

Rimlig sakerhet ar en hég grad av sékerhet, men ingen garanti fér att en revision som utférs enligt god
revisionssed i Sverige alltid kommer att upptécka atgarder eller forsummelser som kan féranleda
ersattningsskyldighet mot stiftelsen.

Som en del av en revision enligt god revisionssed i Sverige anvander vi professionellt omdéme och
har en professionellt skeptisk installning under hela revisionen. Granskningen av férvaltningen grundar
sig framst pa revisionen av rakenskaperna. Vilka tillkommande granskningsatgarder som utférs
baseras pa var professionellabedémning med utgangspunkt i risk och vasentlighet. Det innebar att vi
fokuserar granskningen pa sadana atgarder, omraden och férhallanden som &r vasentliga for
verksamheten och dar avsteg och évertradelser skulle ha sarskild betydelse for stiftelsens situation. Vi
gar igenom och provar fattade beslut, beslutsunderlag, vidtagna atgarder och andra férhallanden som
ar relevanta for vart uttalande.

Stockholm dag som framgar av var elektroniska underskrift

Ohrlings PricewaterhouseCoopers AB

Richard Moéll Vahul
Auktoriserad revisor
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Till styrelsen i Stiftelsen Stockholms lans Aldrecentrum
Organisationsnummer 802012-0948

Till fullméktige i Stockholms stad fér kdnnedom
Till fullméktige i Region Stockholm fér kdnnedom

Revisionsberattelse for Stiftelsen Stockholms
lins Aldrecentrum ar 2023

Jag, av fullméktige i Stockholms stad utsedd kommunal revisor har,
utifran den auktoriserade revisorns granskning, bedomt stiftelsens
rikenskaper, arsredovisning och styrelsens forvaltning for 4r 2023.

Jag har granskat hur verksamheten forhaller sig till lag och stadgar,
om verksamheten skots pé ett andamalsenligt och fran ekonomisk
synpunkt tillfredsstdllande sétt samt om den interna kontrollen dr
tillracklig.

Granskningen har utforts enligt god revisionssed i kommunal verk-
samhet, med den inriktning och omfattning som behovs for att ge
rimlig grund for bedémning och prévning.

I granskningen av stiftelsens rakenskaper och arsredovisning har jag
forlitat mig pa den auktoriserade revisorns granskning och bedém-
ning.

Jag bedémer sammantaget att styrelsen har utfort sitt uppdrag enligt
Stiftelsen Stockholms lins Aldrecentrums stadgar, att verksamheten
har skotts pa ett &ndamélsenligt och fran ekonomisk synpunkt
tillfredsstillande sitt. Arets granskning har visat att stiftelsen
behover utveckla arbetet med inkop. Jag bedomer dock att den
interna kontrollen sammantaget har varit tillracklig.

Jag bedémer att arsredovisningen &r upprattad enligt drsredovis-
ningslagen.

Utifran min granskning tillstyrker jag att styrelsens ledaméter
beviljas ansvarsfrihet.

Lola Bodin / QJ/7

Till revisionsberattelsen hor bilagan:
Fordjupad granskning 2023 — Inkop av tjanster
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      95.202.15.86

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The initiator Åsa Hedberg Rundgren (ÅHR) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-05-29 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ingeredvardsson9@gmail.com) to Inger Edvardsson (IE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (magnusdoktor@gmail.com) to Magnus Eriksson (ME). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.linder@fastighetochinkop.se) to Anders Linder (AL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hellichius@gmail.com) to Thérése Hellichius (TH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ssvan@hotmail.com) to Stefan Svanström (SS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (samuel.klippfalk@politik.solna.se) to Samuel Klippfalk (SK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (nike@kdu.se) to Nike Örbrink (NÖ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-29 08:53:34.662807 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (robert.mjornberg@stockholm.se) to Robert Mjörnberg (RM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-29 08:53:43.753955 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Åsa Hedberg Rundgren (ÅHR) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:43.775541 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Inger Edvardsson (IE) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:43.796515 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thérése Hellichius (TH) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:43.816163 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hellichius@gmail.com was opened.

      


    

  



  

  

    		2024-02-29 08:53:43.839907 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stefan Svanström (SS) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:43.888175 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Samuel Klippfalk (SK) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:43.914168 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Nike Örbrink (NÖ) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:43.937312 UTC ±81 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Robert Mjörnberg (RM) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:50.414758 UTC ±82 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Magnus Eriksson (ME) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:50.43477 UTC ±82 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Linder (AL) was delivered.

      


    

  



  

  

    		2024-02-29 08:53:55.649933 UTC ±82 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      95.202.15.86

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Åsa Hedberg Rundgren (ÅHR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-29 08:53:57.515764 UTC ±82 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to asa.hedbergrundgren@aldrecentrum.se was opened.

      


    

  



  

  

    		2024-02-29 08:54:33.216239 UTC ±83 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      95.202.15.86

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The signatory Åsa Hedberg Rundgren (ÅHR) changed the text in the text field “ID number” from 

  blank

 to 

  “6504191146”

.  

      


    

  



  

  

    		2024-02-29 08:54:52.214104 UTC ±83 ms

    		2024-02-29 07:56:17.721481 UTC

    		

      95.202.15.86

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Åsa Hedberg Rundgren (ÅHR) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: ÅSA HEDBERG RUNDGREN

  
ID number: 

  196504191146



  
IP: 95.202.15.86
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-29 09:12:38.6086 UTC ±18 ms

    		2024-02-29 08:56:19.405046 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to asa.hedbergrundgren@aldrecentrum.se was opened.

      


    

  



  

  

    		2024-02-29 09:51:05.883022 UTC ±61 ms

    		2024-02-29 08:56:19.405046 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ssvan@hotmail.com was opened.

      


    

  



  

  

    		2024-02-29 09:56:20.04113 UTC ±67 ms

    		2024-02-29 08:56:19.405046 UTC

    		

      83.140.76.39

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Anders Linder (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-29 09:57:14.748125 UTC ±1 ms

    		2024-02-29 09:56:22.332915 UTC

    		

      83.140.76.39

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The signatory Anders Linder (AL) changed the text in the text field “ID number” from 

  blank

 to 

  “19570629-0433”

.  

      


    

  



  

  

    		2024-02-29 09:57:35.639053 UTC ±2 ms

    		2024-02-29 09:56:22.332915 UTC

    		

      83.140.76.39

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Anders Linder (AL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: ANDERS LINDER

  
ID number: 

  195706290433



  
IP: 83.140.76.39
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-29 10:12:22.689325 UTC ±23 ms

    		2024-02-29 09:56:22.332915 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ingeredvardsson9@gmail.com was opened.

      


    

  



  

  

    		2024-02-29 10:12:28.532033 UTC ±23 ms

    		2024-02-29 09:56:22.332915 UTC

    		

      85.227.128.234

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36

      

    

    		

      

        The party Inger Edvardsson (IE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-29 10:13:38.274626 UTC ±24 ms

    		2024-02-29 09:56:22.332915 UTC

    		

      85.227.128.234

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Inger Edvardsson (IE) changed the text in the text field “ID number” from 

  blank

 to 

  “4502118245”

.  

      


    

  



  

  

    		2024-02-29 10:13:49.118314 UTC ±25 ms

    		2024-02-29 09:56:22.332915 UTC

    		

      85.227.128.234

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Inger Edvardsson (IE) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: INGER EDVARDSSON

  
ID number: 

  194502118245



  
IP: 85.227.128.234
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-29 10:23:12.533593 UTC ±38 ms

    		2024-02-29 09:56:22.332915 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ingeredvardsson9@gmail.com was opened.

      


    

  



  

  

    		2024-02-29 12:15:26.268641 UTC ±76 ms

    		2024-02-29 11:56:25.693098 UTC

    		

      217.21.226.228

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Robert Mjörnberg (RM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-29 12:57:28.867165 UTC ±2 ms

    		2024-02-29 12:56:27.224173 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to magnusdoktor@gmail.com was opened.

      


    

  



  

  

    		2024-02-29 12:57:36.353692 UTC ±2 ms

    		2024-02-29 12:56:27.224173 UTC

    		

      95.193.40.212

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/122.0.6261.62 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Magnus Eriksson (ME) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-29 12:59:04.778832 UTC ±4 ms

    		2024-02-29 12:56:27.224173 UTC

    		

      95.193.40.212

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/122.0.6261.62 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Magnus Eriksson (ME) changed the text in the text field “ID number” from 

  blank

 to 

  “194811120072”

.  

      


    

  



  

  

    		2024-02-29 12:59:13.641319 UTC ±4 ms

    		2024-02-29 12:56:27.224173 UTC

    		

      95.193.40.212

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/122.0.6261.62 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Magnus Eriksson (ME) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: Karl Magnus Eriksson

  
ID number: 

  194811120072



  
IP: 95.193.40.212
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-29 14:13:12.460322 UTC ±69 ms

    		2024-02-29 13:56:29.430299 UTC

    		

      217.21.230.3

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Nike Örbrink (NÖ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-29 14:14:09.185428 UTC ±73 ms

    		2024-02-29 13:56:29.430299 UTC

    		

      217.21.230.3

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Nike Örbrink (NÖ) changed the text in the text field “ID number” from 

  blank

 to 

  “199702015588”

.  

      


    

  



  

  

    		2024-02-29 14:14:22.013582 UTC ±74 ms

    		2024-02-29 13:56:29.430299 UTC

    		

      217.21.230.3

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Nike Örbrink (NÖ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: NIKE ÖRBRINK

  
ID number: 

  199702015588



  
IP: 94.191.136.32
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-29 16:13:03.384565 UTC ±18 ms

    		2024-02-29 15:56:33.599404 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.linder@fastighetochinkop.se was opened.

      


    

  



  

  

    		2024-03-01 12:40:32.209752 UTC ±49 ms

    		2024-03-01 11:57:23.092449 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to samuel.klippfalk@politik.solna.se was opened.

      


    

  



  

  

    		2024-03-01 20:44:30.502031 UTC ±66 ms

    		2024-03-01 19:57:39.867441 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ssvan@hotmail.com was opened.

      


    

  



  

  

    		2024-03-01 23:39:07.351967 UTC ±61 ms

    		2024-03-01 22:57:45.18646 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to samuel.klippfalk@politik.solna.se was opened.

      


    

  



  

  

    		2024-03-04 00:15:50.945901 UTC ±18 ms

    		2024-03-03 23:59:42.022038 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.linder@fastighetochinkop.se was opened.

      


    

  



  

  

    		2024-03-06 11:50:09.959948 UTC ±50 ms

    		2024-03-06 11:01:45.997297 UTC

    		

      83.241.175.98

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Thérése Hellichius (TH) at the request of the user Åsa Hedberg Rundgren (ÅHR).

      


    

  



  

  

    		2024-03-06 11:50:12.734631 UTC ±50 ms

    		2024-03-06 11:01:45.997297 UTC

    		

      83.241.175.98

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Stefan Svanström (SS) at the request of the user Åsa Hedberg Rundgren (ÅHR).

      


    

  



  

  

    		2024-03-06 11:50:15.164778 UTC ±50 ms

    		2024-03-06 11:01:45.997297 UTC

    		

      83.241.175.98

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Samuel Klippfalk (SK) at the request of the user Åsa Hedberg Rundgren (ÅHR).

      


    

  



  

  

    		2024-03-06 11:50:15.853396 UTC ±50 ms

    		2024-03-06 11:01:45.997297 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thérése Hellichius (TH) was delivered.

      


    

  



  

  

    		2024-03-06 11:50:18.614668 UTC ±50 ms

    		2024-03-06 11:01:45.997297 UTC

    		

      83.241.175.98

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Robert Mjörnberg (RM) at the request of the user Åsa Hedberg Rundgren (ÅHR).

      


    

  



  

  

    		2024-03-06 11:50:21.689378 UTC ±50 ms

    		2024-03-06 11:01:45.997297 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stefan Svanström (SS) was delivered.

      


    

  



  

  

    		2024-03-06 11:50:21.819648 UTC ±50 ms

    		2024-03-06 11:01:45.997297 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Samuel Klippfalk (SK) was delivered.

      


    

  



  

  

    		2024-03-06 11:50:21.911911 UTC ±50 ms

    		2024-03-06 11:01:45.997297 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Robert Mjörnberg (RM) was delivered.

      


    

  



  

  

    		2024-03-06 12:02:29.795307 UTC ±4 ms

    		2024-03-06 12:01:47.675688 UTC

    		

      217.21.230.3

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Robert Mjörnberg (RM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-03-06 12:04:53.460147 UTC ±14 ms

    		2024-03-06 12:01:47.675688 UTC

    		

      217.21.230.3

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Robert Mjörnberg (RM) changed the text in the text field “ID number” from 

  blank

 to 

  “198011021659”

.  

      


    

  



  

  

    		2024-03-06 12:05:04.359335 UTC ±15 ms

    		2024-03-06 12:01:47.675688 UTC

    		

      217.21.230.3

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Robert Mjörnberg (RM) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: ROBERT MJÖRNBERG

  
ID number: 

  198011021659



  
IP: 94.234.96.56
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-03-06 12:35:02.873036 UTC ±135 ms

    		2024-03-06 12:01:47.675688 UTC

    		

      83.219.193.27

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The party Stefan Svanström (SS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-03-06 12:37:14.850757 UTC ±144 ms

    		2024-03-06 12:01:47.675688 UTC

    		

      83.219.193.27

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Stefan Svanström (SS) changed the text in the text field “ID number” from 

  blank

 to 

  “19720519-1930”

.  

      


    

  



  

  

    		2024-03-06 12:37:28.006149 UTC ±145 ms

    		2024-03-06 12:01:47.675688 UTC

    		

      83.219.193.27

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Stefan Svanström (SS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: Stefan Svanström

  
ID number: 

  197205191930



  
IP: 83.219.193.27
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-03-06 17:39:54.92487 UTC ±41 ms

    		2024-03-06 17:01:57.026729 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ssvan@hotmail.com was opened.

      


    

  



  

  

    		2024-03-06 23:43:53.706239 UTC ±48 ms

    		2024-03-06 23:02:13.862769 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ssvan@hotmail.com was opened.

      


    

  



  

  

    		2024-03-07 03:26:34.968234 UTC ±27 ms

    		2024-03-07 03:02:22.969148 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to samuel.klippfalk@politik.solna.se was opened.

      


    

  



  

  

    		2024-03-07 06:36:27.845705 UTC ±39 ms

    		2024-03-07 06:02:30.661989 UTC

    		

      158.174.190.186

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Samuel Klippfalk (SK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-03-07 06:44:00.023385 UTC ±47 ms

    		2024-03-07 06:02:30.661989 UTC

    		

      158.174.190.186

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The signatory Samuel Klippfalk (SK) changed the text in the text field “ID number” from 

  blank

 to 

  “7812270150”

.  

      


    

  



  

  

    		2024-03-07 06:44:25.10068 UTC ±48 ms

    		2024-03-07 06:02:30.661989 UTC

    		

      158.174.190.186

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Samuel Klippfalk (SK) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: Paul Samuel Klippfalk

  
ID number: 

  197812270150



  
IP: 158.174.190.186
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-03-07 13:27:10.224229 UTC ±28 ms

    		2024-03-07 13:02:46.241895 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hellichius@gmail.com was opened.

      


    

  



  

  

    		2024-03-07 13:27:18.91849 UTC ±29 ms

    		2024-03-07 13:02:46.241895 UTC

    		

      104.28.31.64

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_7_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Thérése Hellichius (TH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-03-07 13:28:02.847244 UTC ±29 ms

    		2024-03-07 13:02:46.241895 UTC

    		

      104.28.31.64

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_7_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Thérése Hellichius (TH) changed the text in the text field “ID number” from 

  blank

 to 

  “197003091647”

.  

      


    

  



  

  

    		2024-03-07 13:28:25.667342 UTC ±30 ms

    		2024-03-07 13:02:46.241895 UTC

    		

      104.28.31.64

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_7_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Thérése Hellichius (TH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: Marie Thérèse Hellichius

  
ID number: 

  197003091647



  
IP: 94.234.117.182
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-03-07 13:28:25.667342 UTC ±30 ms

    		2024-03-07 13:02:46.241895 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lola.bodin@stockholm.se) to Lola Bodin (LB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-03-07 13:29:52.816233 UTC ±31 ms

    		2024-03-07 13:02:46.241895 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lola Bodin (LB) was delivered.

      


    

  



  

  

    		2024-03-07 21:01:58.260248 UTC ±189 ms

    		2024-03-07 20:03:00.998207 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lola.bodin@stockholm.se was opened.

      


    

  



  

  

    		2024-03-07 21:02:00.832436 UTC ±189 ms

    		2024-03-07 20:03:00.998207 UTC

    		

      217.213.105.148

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15

      

    

    		

      

        The party Lola Bodin (LB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-03-08 22:05:50.80947 UTC ±7 ms

    		2024-03-08 22:03:55.16003 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to samuel.klippfalk@politik.solna.se was opened.

      


    

  



  

  

    		2024-03-14 08:47:26.008295 UTC ±104 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      217.213.105.185

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15

      

    

    		

      

        The party Lola Bodin (LB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-03-14 08:48:04.187013 UTC ±105 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      217.213.105.185

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15

      

    

    		

      

        The signatory Lola Bodin (LB) changed the text in the text field “ID number” from 

  blank

 to 

  “195110160164”

.  

      


    

  



  

  

    		2024-03-14 08:48:35.199527 UTC ±107 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      217.213.105.185

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Lola Bodin (LB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: LOLA BODIN

  
ID number: 

  195110160164



  
IP: 95.198.131.58
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-03-14 08:48:35.199527 UTC ±107 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (richard.vahul@pwc.com) to Richard Moëll Vahul (RMV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-03-14 08:48:43.293537 UTC ±107 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Richard Moëll Vahul (RMV) was delivered.

      


    

  



  

  

    		2024-03-14 08:48:51.193963 UTC ±107 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to richard.vahul@pwc.com was opened.

      


    

  



  

  

    		2024-03-14 08:49:56.751651 UTC ±110 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      134.238.48.172

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The party Richard Moëll Vahul (RMV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-03-14 08:53:53.866737 UTC ±121 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      134.238.48.172

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Richard Moëll Vahul (RMV) changed the text in the text field “ID number” from 

  blank

 to 

  “198411274817”

.  

      


    

  



  

  

    		2024-03-14 08:54:01.163192 UTC ±121 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      134.238.48.172

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Richard Moëll Vahul (RMV) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning Stiftelsen Stockholms läns Äldrecentrum FINAL" med transaktionsnummer 9222115557511514381.












Data returned from 

  the BankID network

:

  
Name: Richard Sebastian Moëll Vahul

  
ID number: 

  198411274817



  
IP: 94.234.107.97
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-03-14 08:54:01.163192 UTC ±121 ms

    		2024-03-14 08:08:41.775288 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.27 ms

		standard deviation: 1.46 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈90.821%

		|e| < 5 ms: ≈99.926%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-02-01 16:30:45.17175 UTC and 2024-03-14 08:08:41.775288 UTC:







  		Time collected

  		Clock offset







  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  





  

    		2024-02-05 17:34:28.654409

    		1.3 ms

  





  

    		2024-02-05 18:34:31.603103

    		0.8 ms

  





  

    		2024-02-05 19:34:33.14687

    		-0.4 ms

  





  

    		2024-02-05 20:34:34.989668

    		-0.2 ms

  





  

    		2024-02-05 21:34:36.518198

    		0.0 ms

  





  

    		2024-02-05 22:34:38.154129

    		-1.0 ms

  





  

    		2024-02-05 23:34:41.257052

    		-0.9 ms

  





  

    		2024-02-06 00:34:43.537012

    		0.8 ms

  





  

    		2024-02-06 01:34:46.885123

    		0.8 ms

  





  

    		2024-02-06 02:34:49.711871

    		-1.2 ms

  





  

    		2024-02-06 03:34:52.476511

    		-1.3 ms

  





  

    		2024-02-06 04:34:54.126381

    		0.2 ms

  





  

    		2024-02-06 05:34:55.614671

    		-1.0 ms

  





  

    		2024-02-06 06:34:58.798961

    		0.2 ms

  





  

    		2024-02-06 07:35:00.361073

    		2.9 ms

  





  

    		2024-02-06 08:35:02.078938

    		-0.4 ms

  





  

    		2024-02-06 09:35:03.580828

    		1.4 ms

  





  

    		2024-02-06 10:35:05.194886

    		-4.7 ms

  





  

    		2024-02-06 11:35:06.770005

    		1.5 ms

  





  

    		2024-02-06 12:35:08.258423

    		5.9 ms

  





  

    		2024-02-06 13:35:09.799024

    		1.9 ms

  





  

    		2024-02-06 14:35:11.811963

    		-1.5 ms

  





  

    		2024-02-06 15:35:13.733511

    		-0.8 ms

  





  

    		2024-02-06 16:35:15.831718

    		-0.3 ms

  





  

    		2024-02-06 17:35:17.871426

    		-0.4 ms

  





  

    		2024-02-06 18:35:19.742027

    		-2.0 ms

  





  

    		2024-02-06 19:35:21.494618

    		1.1 ms

  





  

    		2024-02-06 20:35:23.642303

    		-1.6 ms

  





  

    		2024-02-06 21:35:25.213323

    		-1.4 ms

  





  

    		2024-02-06 22:35:27.410799

    		1.3 ms

  





  

    		2024-02-06 23:35:29.376647

    		-0.8 ms

  





  

    		2024-02-07 00:35:32.969564

    		-0.3 ms

  





  

    		2024-02-07 01:35:34.854007

    		1.8 ms

  





  

    		2024-02-07 02:35:38.579202

    		-0.8 ms

  





  

    		2024-02-07 03:35:40.891631

    		1.5 ms

  





  

    		2024-02-07 04:35:44.567165

    		0.4 ms

  





  

    		2024-02-07 05:35:47.474034

    		0.9 ms

  





  

    		2024-02-07 06:35:49.351256

    		0.6 ms

  





  

    		2024-02-07 07:35:51.36916

    		0.1 ms

  





  

    		2024-02-07 08:35:53.020175

    		-0.5 ms

  





  

    		2024-02-07 09:35:55.353071

    		1.9 ms

  





  

    		2024-02-07 10:35:56.994515

    		-1.4 ms

  





  

    		2024-02-07 11:35:58.759629

    		0.8 ms

  





  

    		2024-02-07 12:36:00.632628

    		4.6 ms

  





  

    		2024-02-07 13:36:03.000537

    		-0.1 ms

  





  

    		2024-02-07 14:36:04.863034

    		0.9 ms

  





  

    		2024-02-07 15:36:06.587654

    		1.5 ms

  





  

    		2024-02-07 16:36:09.288267

    		2.2 ms

  





  

    		2024-02-07 17:36:11.977456

    		2.6 ms

  





  

    		2024-02-07 18:36:13.676627

    		2.4 ms

  





  

    		2024-02-07 19:36:16.685043

    		-0.2 ms

  





  

    		2024-02-07 20:36:18.977854

    		-0.9 ms

  





  

    		2024-02-07 21:36:20.577245

    		0.3 ms

  





  

    		2024-02-07 22:36:22.150635

    		2.2 ms

  





  

    		2024-02-07 23:36:24.050595

    		-1.4 ms

  





  

    		2024-02-08 00:36:26.043543

    		0.1 ms

  





  

    		2024-02-08 01:36:27.945905

    		-3.0 ms

  





  

    		2024-02-08 02:36:30.172907

    		-1.8 ms

  





  

    		2024-02-08 03:36:31.922751

    		3.7 ms

  





  

    		2024-02-08 04:36:34.302388

    		4.4 ms

  





  

    		2024-02-08 05:36:36.99619

    		1.6 ms

  





  

    		2024-02-08 06:36:39.157913

    		0.5 ms

  





  

    		2024-02-08 07:36:41.838488

    		1.9 ms

  





  

    		2024-02-08 08:36:43.929505

    		2.9 ms

  





  

    		2024-02-08 09:36:46.059727

    		2.0 ms

  





  

    		2024-02-08 10:36:47.725584

    		0.7 ms

  





  

    		2024-02-08 11:36:50.686486

    		0.4 ms

  





  

    		2024-02-08 12:36:52.344845

    		0.3 ms

  





  

    		2024-02-08 13:36:54.080406

    		1.6 ms

  





  

    		2024-02-08 14:36:55.887353

    		0.2 ms

  





  

    		2024-02-08 15:36:57.715966

    		-0.9 ms

  





  

    		2024-02-08 16:36:59.636669

    		-0.9 ms

  





  

    		2024-02-08 17:37:01.973896

    		0.8 ms

  





  

    		2024-02-08 18:37:03.595042

    		1.0 ms

  





  

    		2024-02-08 19:37:05.475863

    		2.8 ms

  





  

    		2024-02-08 20:37:07.854294

    		2.1 ms

  





  

    		2024-02-08 21:37:10.636251

    		-0.5 ms

  





  

    		2024-02-08 22:37:14.894018

    		0.3 ms

  





  

    		2024-02-08 23:37:16.47041

    		1.4 ms

  





  

    		2024-02-09 00:37:17.963917

    		-0.8 ms

  





  

    		2024-02-09 01:37:20.328382

    		1.4 ms

  





  

    		2024-02-09 02:37:22.852061

    		-1.6 ms

  





  

    		2024-02-09 03:37:25.304204

    		0.7 ms

  





  

    		2024-02-09 04:37:26.928893

    		-0.9 ms

  





  

    		2024-02-09 05:37:29.722811

    		0.4 ms

  





  

    		2024-02-09 06:37:31.448842

    		1.1 ms

  





  

    		2024-02-09 07:37:33.279109

    		0.7 ms

  





  

    		2024-02-09 08:37:36.14488

    		2.7 ms

  





  

    		2024-02-09 09:37:39.049442

    		1.5 ms

  





  

    		2024-02-09 10:37:40.83388

    		2.9 ms

  





  

    		2024-02-09 11:37:43.302666

    		1.4 ms

  





  

    		2024-02-09 12:37:45.28228

    		-0.1 ms

  





  

    		2024-02-09 13:37:47.804465

    		2.2 ms

  





  

    		2024-02-09 14:37:49.398684

    		0.8 ms

  





  

    		2024-02-09 15:37:51.288984

    		-0.8 ms

  





  

    		2024-02-09 16:37:53.620151

    		-0.7 ms

  





  

    		2024-02-09 17:37:55.545906

    		0.2 ms

  





  

    		2024-02-09 18:37:57.613261

    		-0.2 ms

  





  

    		2024-02-09 19:38:01.320034

    		-0.8 ms

  





  

    		2024-02-09 20:38:03.644016

    		1.9 ms

  





  

    		2024-02-09 21:38:05.764315

    		-0.5 ms

  





  

    		2024-02-09 22:38:08.236999

    		2.3 ms

  





  

    		2024-02-09 23:38:10.261912

    		1.9 ms

  





  

    		2024-02-10 00:38:13.967055

    		0.4 ms

  





  

    		2024-02-10 01:38:16.289116

    		2.6 ms

  





  

    		2024-02-10 02:38:18.543386

    		0.0 ms

  





  

    		2024-02-10 03:38:21.731931

    		-0.6 ms

  





  

    		2024-02-10 04:38:26.236887

    		-0.1 ms

  





  

    		2024-02-10 05:38:28.134714

    		0.5 ms

  





  

    		2024-02-10 06:38:29.942975

    		1.3 ms

  





  

    		2024-02-10 07:38:31.728383

    		2.3 ms

  





  

    		2024-02-10 08:38:34.032968

    		1.6 ms

  





  

    		2024-02-10 09:38:35.893122

    		3.6 ms

  





  

    		2024-02-10 10:38:37.56041

    		3.0 ms

  





  

    		2024-02-10 11:38:39.723764

    		1.7 ms

  





  

    		2024-02-10 12:38:42.385572

    		-0.5 ms

  





  

    		2024-02-10 13:38:43.977019

    		0.2 ms

  





  

    		2024-02-10 14:38:45.773941

    		1.8 ms

  





  

    		2024-02-10 15:38:48.039884

    		0.8 ms

  





  

    		2024-02-10 16:38:50.004831

    		0.8 ms

  





  

    		2024-02-10 17:38:51.92245

    		1.1 ms

  





  

    		2024-02-10 18:38:53.894326

    		0.6 ms

  





  

    		2024-02-10 19:38:55.731848

    		-0.8 ms

  





  

    		2024-02-10 20:38:57.34631

    		-0.4 ms

  





  

    		2024-02-10 21:38:59.12842

    		0.1 ms

  





  

    		2024-02-10 22:39:00.76527

    		0.9 ms

  





  

    		2024-02-10 23:39:03.012313

    		-0.2 ms

  





  

    		2024-02-11 00:39:04.915853

    		0.1 ms

  





  

    		2024-02-11 01:39:07.131752

    		-1.5 ms

  





  

    		2024-02-11 02:39:10.501265

    		-0.2 ms

  





  

    		2024-02-11 03:39:12.954114

    		-1.2 ms

  





  

    		2024-02-11 04:39:16.306699

    		1.4 ms

  





  

    		2024-02-11 05:39:18.446773

    		0.8 ms

  





  

    		2024-02-11 06:39:20.555608

    		2.8 ms

  





  

    		2024-02-11 07:39:22.338573

    		1.1 ms

  





  

    		2024-02-11 08:39:25.365638

    		0.8 ms

  





  

    		2024-02-11 09:39:27.895221

    		0.9 ms

  





  

    		2024-02-11 10:39:29.760267

    		-0.3 ms

  





  

    		2024-02-11 11:39:32.002503

    		-0.4 ms

  





  

    		2024-02-11 12:39:33.871508

    		-1.4 ms

  





  

    		2024-02-11 13:39:35.852916

    		-1.3 ms

  





  

    		2024-02-11 14:39:37.551324

    		1.6 ms

  





  

    		2024-02-11 15:39:40.678458

    		-0.6 ms

  





  

    		2024-02-11 16:39:42.531425

    		-1.8 ms

  





  

    		2024-02-11 17:39:44.312793

    		-2.0 ms

  





  

    		2024-02-11 18:39:46.214138

    		-1.6 ms

  





  

    		2024-02-11 19:39:48.01517

    		-0.1 ms

  





  

    		2024-02-11 20:39:49.831035

    		2.1 ms

  





  

    		2024-02-11 21:39:51.529343

    		0.9 ms

  





  

    		2024-02-11 22:39:53.204807

    		1.1 ms

  





  

    		2024-02-11 23:39:55.400171

    		1.0 ms

  





  

    		2024-02-12 00:39:57.094805

    		1.0 ms

  





  

    		2024-02-12 01:39:58.782734

    		0.3 ms

  





  

    		2024-02-12 02:40:02.737704

    		-1.3 ms

  





  

    		2024-02-12 03:40:05.081502

    		0.2 ms

  





  

    		2024-02-12 04:40:06.935497

    		0.5 ms

  





  

    		2024-02-12 05:40:09.205184

    		3.9 ms

  





  

    		2024-02-12 06:40:10.833742

    		2.0 ms

  





  

    		2024-02-12 07:40:13.556961

    		-0.6 ms

  





  

    		2024-02-12 08:40:15.301836

    		-0.9 ms

  





  

    		2024-02-12 09:40:17.365619

    		-0.1 ms

  





  

    		2024-02-12 10:40:20.026646

    		1.9 ms

  





  

    		2024-02-12 11:40:21.795057

    		3.6 ms

  





  

    		2024-02-12 12:40:23.537473

    		4.1 ms

  





  

    		2024-02-12 13:40:25.054999

    		1.3 ms

  





  

    		2024-02-12 14:40:26.555462

    		2.4 ms

  





  

    		2024-02-12 15:40:28.118338

    		3.0 ms

  





  

    		2024-02-12 16:40:30.788629

    		3.6 ms

  





  

    		2024-02-12 17:40:33.450697

    		0.1 ms

  





  

    		2024-02-12 18:40:35.507427

    		-0.1 ms

  





  

    		2024-02-12 19:40:38.19334

    		-0.4 ms

  





  

    		2024-02-12 20:40:40.624415

    		1.2 ms

  





  

    		2024-02-12 21:40:42.682154

    		0.0 ms

  





  

    		2024-02-12 22:40:46.158826

    		1.7 ms

  





  

    		2024-02-12 23:40:47.808316

    		0.7 ms

  





  

    		2024-02-13 00:40:49.730309

    		-0.6 ms

  





  

    		2024-02-13 01:40:51.602833

    		-0.4 ms

  





  

    		2024-02-13 02:40:55.165608

    		0.0 ms

  





  

    		2024-02-13 03:40:59.60922

    		1.0 ms

  





  

    		2024-02-13 04:41:01.77451

    		1.6 ms

  





  

    		2024-02-13 05:41:03.786838

    		1.7 ms

  





  

    		2024-02-13 06:41:05.629889

    		-0.3 ms

  





  

    		2024-02-13 07:41:07.65086

    		1.5 ms

  





  

    		2024-02-13 08:41:10.17139

    		0.2 ms

  





  

    		2024-02-13 09:41:12.292843

    		2.5 ms

  





  

    		2024-02-13 10:41:14.258854

    		-0.6 ms

  





  

    		2024-02-13 11:41:16.404066

    		-1.7 ms

  





  

    		2024-02-13 12:41:18.471695

    		1.1 ms

  





  

    		2024-02-13 13:41:20.540792

    		0.3 ms

  





  

    		2024-02-13 14:41:23.434861

    		-0.3 ms

  





  

    		2024-02-13 15:41:25.569308

    		0.1 ms

  





  

    		2024-02-13 16:41:27.151688

    		0.4 ms

  





  

    		2024-02-13 17:41:29.95346

    		-0.1 ms

  





  

    		2024-02-13 18:41:33.667435

    		2.0 ms

  





  

    		2024-02-13 19:41:36.299339

    		-1.0 ms

  





  

    		2024-02-13 20:41:38.759251

    		0.8 ms

  





  

    		2024-02-13 21:41:40.513248

    		1.1 ms

  





  

    		2024-02-13 22:41:42.147484

    		0.9 ms

  





  

    		2024-02-13 23:41:45.24306

    		0.5 ms

  





  

    		2024-02-14 00:41:46.802206

    		-1.6 ms

  





  

    		2024-02-14 01:41:50.1084

    		-0.8 ms

  





  

    		2024-02-14 02:41:51.790688

    		-3.1 ms

  





  

    		2024-02-14 03:41:53.388578

    		-2.6 ms

  





  

    		2024-02-14 04:41:55.505413

    		1.7 ms

  





  

    		2024-02-14 05:41:58.14757

    		3.7 ms

  





  

    		2024-02-14 06:42:00.609675

    		2.3 ms

  





  

    		2024-02-14 07:42:02.607391

    		1.5 ms

  





  

    		2024-02-14 08:42:04.267933

    		0.7 ms

  





  

    		2024-02-14 09:42:06.934575

    		3.2 ms

  





  

    		2024-02-14 10:42:08.356614

    		2.9 ms

  





  

    		2024-02-14 11:42:10.298252

    		2.0 ms

  





  

    		2024-02-14 12:42:11.76307

    		4.5 ms

  





  

    		2024-02-14 13:42:14.601894

    		4.7 ms

  





  

    		2024-02-14 14:42:17.486759

    		1.3 ms

  





  

    		2024-02-14 15:42:19.586072

    		2.5 ms

  





  

    		2024-02-14 16:42:22.920093

    		1.7 ms

  





  

    		2024-02-14 17:42:25.842837

    		3.2 ms

  





  

    		2024-02-14 18:42:27.76081

    		-1.7 ms

  





  

    		2024-02-14 19:42:30.671734

    		1.1 ms

  





  

    		2024-02-14 20:42:32.522394

    		-2.3 ms

  





  

    		2024-02-14 21:42:35.687393

    		-1.9 ms

  





  

    		2024-02-14 22:42:38.239761

    		-0.5 ms

  





  

    		2024-02-14 23:42:40.186253

    		-0.6 ms

  





  

    		2024-02-15 00:42:41.810624

    		0.2 ms

  





  

    		2024-02-15 01:42:43.456825

    		-0.8 ms

  





  

    		2024-02-15 02:42:46.336648

    		1.1 ms

  





  

    		2024-02-15 03:42:49.042853

    		-1.3 ms

  





  

    		2024-02-15 04:42:52.059296

    		-0.1 ms

  





  

    		2024-02-15 05:42:54.237555

    		-0.7 ms

  





  

    		2024-02-15 06:42:56.593869

    		1.4 ms

  





  

    		2024-02-15 07:42:59.662576

    		0.2 ms

  





  

    		2024-02-15 08:43:01.312715

    		1.0 ms

  





  

    		2024-02-15 09:43:03.959031

    		2.5 ms

  





  

    		2024-02-15 10:43:07.337675

    		4.3 ms

  





  

    		2024-02-15 11:43:08.985367

    		-0.5 ms

  





  

    		2024-02-15 12:43:11.156839

    		3.2 ms

  





  

    		2024-02-15 13:43:12.810035

    		0.4 ms

  





  

    		2024-02-15 14:43:14.409592

    		1.7 ms

  





  

    		2024-02-15 15:43:16.691408

    		-0.3 ms

  





  

    		2024-02-15 16:43:19.52791

    		0.2 ms

  





  

    		2024-02-15 17:43:21.908791

    		1.0 ms

  





  

    		2024-02-15 18:43:24.636485

    		-2.9 ms

  





  

    		2024-02-15 19:43:27.249317

    		1.7 ms

  





  

    		2024-02-15 20:43:29.731557

    		-1.1 ms

  





  

    		2024-02-15 21:43:33.810297

    		2.1 ms

  





  

    		2024-02-15 22:43:35.755283

    		-0.9 ms

  





  

    		2024-02-15 23:43:37.616406

    		-2.7 ms

  





  

    		2024-02-16 00:43:40.126285

    		-0.3 ms

  





  

    		2024-02-16 01:43:41.665795

    		1.5 ms

  





  

    		2024-02-16 02:43:44.691775

    		-1.4 ms

  





  

    		2024-02-16 03:43:47.10552

    		0.3 ms

  





  

    		2024-02-16 04:43:49.847441

    		0.2 ms

  





  

    		2024-02-16 05:43:51.44311

    		1.5 ms

  





  

    		2024-02-16 06:43:53.696417

    		-1.6 ms

  





  

    		2024-02-16 07:43:56.389996

    		-1.5 ms

  





  

    		2024-02-16 08:43:58.959191

    		-1.4 ms

  





  

    		2024-02-16 09:44:00.668271

    		2.4 ms

  





  

    		2024-02-16 10:44:02.8603

    		1.4 ms

  





  

    		2024-02-16 11:44:04.417003

    		1.4 ms

  





  

    		2024-02-16 12:44:06.046307

    		2.8 ms

  





  

    		2024-02-16 13:44:07.915922

    		1.4 ms

  





  

    		2024-02-16 14:44:10.017679

    		-0.2 ms

  





  

    		2024-02-16 15:44:11.613158

    		0.0 ms

  





  

    		2024-02-16 16:44:14.16357

    		1.9 ms

  





  

    		2024-02-16 17:44:16.753034

    		-0.3 ms

  





  

    		2024-02-16 18:44:19.557912

    		-0.6 ms

  





  

    		2024-02-16 19:44:22.404785

    		1.6 ms

  





  

    		2024-02-16 20:44:26.033992

    		-0.6 ms

  





  

    		2024-02-16 21:44:28.802412

    		-0.7 ms

  





  

    		2024-02-16 22:44:31.227938

    		-0.9 ms

  





  

    		2024-02-16 23:44:33.77112

    		-1.0 ms

  





  

    		2024-02-17 00:44:37.077617

    		4.4 ms

  





  

    		2024-02-17 01:44:39.26539

    		5.1 ms

  





  

    		2024-02-17 02:44:40.955615

    		0.6 ms

  





  

    		2024-02-17 03:44:43.325552

    		1.7 ms

  





  

    		2024-02-17 04:44:46.358132

    		1.0 ms

  





  

    		2024-02-17 05:44:49.10824

    		0.7 ms

  





  

    		2024-02-17 06:44:50.781127

    		-1.3 ms

  





  

    		2024-02-17 07:44:52.648143

    		0.4 ms

  





  

    		2024-02-17 08:44:55.854007

    		1.7 ms

  





  

    		2024-02-17 09:44:57.989768

    		1.7 ms

  





  

    		2024-02-17 10:45:00.351023

    		-0.4 ms

  





  

    		2024-02-17 11:45:02.813826

    		3.7 ms

  





  

    		2024-02-17 12:45:04.937945

    		3.9 ms

  





  

    		2024-02-17 13:45:06.83911

    		0.7 ms

  





  

    		2024-02-17 14:45:09.033374

    		2.5 ms

  





  

    		2024-02-17 15:45:11.423052

    		3.4 ms

  





  

    		2024-02-17 16:45:13.371077

    		0.5 ms

  





  

    		2024-02-17 17:45:15.999884

    		-0.5 ms

  





  

    		2024-02-17 18:45:19.962017

    		1.2 ms

  





  

    		2024-02-17 19:45:22.322661

    		-0.9 ms

  





  

    		2024-02-17 20:45:24.399242

    		-0.1 ms

  





  

    		2024-02-17 21:45:26.894792

    		2.6 ms

  





  

    		2024-02-17 22:45:28.412182

    		-0.7 ms

  





  

    		2024-02-17 23:45:30.155642

    		0.6 ms

  





  

    		2024-02-18 00:45:31.67287

    		-0.7 ms

  





  

    		2024-02-18 01:45:33.474724

    		0.9 ms

  





  

    		2024-02-18 02:45:35.141295

    		1.6 ms

  





  

    		2024-02-18 03:45:38.069992

    		0.7 ms

  





  

    		2024-02-18 04:45:40.118233

    		1.4 ms

  





  

    		2024-02-18 05:45:44.04071

    		-1.2 ms

  





  

    		2024-02-18 06:45:47.241267

    		1.4 ms

  





  

    		2024-02-18 07:45:50.147127

    		0.1 ms

  





  

    		2024-02-18 08:45:53.577964

    		1.1 ms

  





  

    		2024-02-18 09:45:56.994132

    		2.4 ms

  





  

    		2024-02-18 10:45:58.725232

    		2.7 ms

  





  

    		2024-02-18 11:46:00.724318

    		0.3 ms

  





  

    		2024-02-18 12:46:03.015269

    		2.1 ms

  





  

    		2024-02-18 13:46:06.662945

    		2.1 ms

  





  

    		2024-02-18 14:46:08.758639

    		0.9 ms

  





  

    		2024-02-18 15:46:10.556726

    		0.4 ms

  





  

    		2024-02-18 16:46:14.400498

    		0.7 ms

  





  

    		2024-02-18 17:46:17.934544

    		3.0 ms

  





  

    		2024-02-18 18:46:21.546908

    		-0.1 ms

  





  

    		2024-02-18 19:46:23.806871

    		2.3 ms

  





  

    		2024-02-18 20:46:25.566298

    		1.5 ms

  





  

    		2024-02-18 21:46:27.455161

    		1.1 ms

  





  

    		2024-02-18 22:46:29.659605

    		-1.2 ms

  





  

    		2024-02-18 23:46:32.903178

    		1.2 ms

  





  

    		2024-02-19 00:46:35.652057

    		1.0 ms

  





  

    		2024-02-19 01:46:37.93254

    		3.1 ms

  





  

    		2024-02-19 02:46:39.703413

    		0.8 ms

  





  

    		2024-02-19 03:46:43.455891

    		2.5 ms

  





  

    		2024-02-19 04:46:47.178537

    		-0.1 ms

  





  

    		2024-02-19 05:46:49.108418

    		-0.7 ms

  





  

    		2024-02-19 06:46:51.579137

    		-0.4 ms

  





  

    		2024-02-19 07:46:53.96294

    		-0.5 ms

  





  

    		2024-02-19 08:46:56.516298

    		3.1 ms

  





  

    		2024-02-19 09:46:59.024096

    		2.3 ms

  





  

    		2024-02-19 10:47:01.395701

    		1.6 ms

  





  

    		2024-02-19 11:47:03.183115

    		-0.6 ms

  





  

    		2024-02-19 12:47:06.244331

    		-0.1 ms

  





  

    		2024-02-19 13:47:08.10555

    		0.7 ms

  





  

    		2024-02-19 14:47:11.151436

    		-0.4 ms

  





  

    		2024-02-19 15:47:13.653501

    		1.2 ms

  





  

    		2024-02-19 16:47:15.281001

    		1.6 ms

  





  

    		2024-02-19 17:47:18.484586

    		1.2 ms

  





  

    		2024-02-19 18:47:21.096893

    		0.1 ms

  





  

    		2024-02-19 19:47:23.303503

    		0.9 ms

  





  

    		2024-02-19 20:47:25.356442

    		1.3 ms

  





  

    		2024-02-19 21:47:28.256862

    		-2.1 ms

  





  

    		2024-02-19 22:47:30.848695

    		0.8 ms

  





  

    		2024-02-19 23:47:32.561964

    		-0.8 ms

  





  

    		2024-02-20 00:47:35.578357

    		-1.4 ms

  





  

    		2024-02-20 01:47:39.223528

    		-0.3 ms

  





  

    		2024-02-20 02:47:42.419387

    		0.8 ms

  





  

    		2024-02-20 03:47:44.737115

    		-0.3 ms

  





  

    		2024-02-20 04:47:47.356368

    		2.7 ms

  





  

    		2024-02-20 05:47:49.985941

    		-0.1 ms

  





  

    		2024-02-20 06:47:53.157379

    		-0.7 ms

  





  

    		2024-02-20 07:47:55.372842

    		0.9 ms

  





  

    		2024-02-20 08:47:57.868898

    		1.1 ms

  





  

    		2024-02-20 09:47:59.356772

    		2.7 ms

  





  

    		2024-02-20 10:48:01.485123

    		2.7 ms

  





  

    		2024-02-20 11:48:03.133194

    		1.4 ms

  





  

    		2024-02-20 12:48:05.188611

    		1.3 ms

  





  

    		2024-02-20 13:48:07.23628

    		-0.9 ms

  





  

    		2024-02-20 14:48:08.747591

    		-0.3 ms

  





  

    		2024-02-20 15:48:11.142071

    		1.3 ms

  





  

    		2024-02-20 16:48:15.111826

    		-0.1 ms

  





  

    		2024-02-20 17:48:17.177208

    		-1.5 ms

  





  

    		2024-02-20 18:48:18.62399

    		-1.2 ms

  





  

    		2024-02-20 19:48:20.545566

    		-2.0 ms

  





  

    		2024-02-20 20:48:23.364989

    		1.0 ms

  





  

    		2024-02-20 21:48:27.746533

    		1.2 ms

  





  

    		2024-02-20 22:48:30.937189

    		-0.8 ms

  





  

    		2024-02-20 23:48:32.53609

    		-0.9 ms

  





  

    		2024-02-21 00:48:34.336557

    		-1.5 ms

  





  

    		2024-02-21 01:48:36.270759

    		0.0 ms

  





  

    		2024-02-21 02:48:38.370803

    		-0.7 ms

  





  

    		2024-02-21 03:48:40.849434

    		2.5 ms

  





  

    		2024-02-21 04:48:42.925139

    		0.4 ms

  





  

    		2024-02-21 05:48:45.579784

    		2.5 ms

  





  

    		2024-02-21 06:48:49.261958

    		0.3 ms

  





  

    		2024-02-21 07:48:51.378617

    		4.7 ms

  





  

    		2024-02-21 08:48:54.742086

    		-1.3 ms

  





  

    		2024-02-21 09:48:57.080451

    		0.1 ms

  





  

    		2024-02-21 10:48:59.364618

    		1.5 ms

  





  

    		2024-02-21 11:49:01.133147

    		-0.4 ms

  





  

    		2024-02-21 12:49:02.710533

    		0.1 ms

  





  

    		2024-02-21 13:49:05.033908

    		0.2 ms

  





  

    		2024-02-21 14:49:06.841164

    		-2.2 ms

  





  

    		2024-02-21 15:49:09.656868

    		0.7 ms

  





  

    		2024-02-21 16:49:12.158252

    		-0.7 ms

  





  

    		2024-02-21 17:49:15.074716

    		0.2 ms

  





  

    		2024-02-21 18:49:17.359505

    		-1.3 ms

  





  

    		2024-02-21 19:49:19.051499

    		1.4 ms

  





  

    		2024-02-21 20:49:22.989959

    		-0.6 ms

  





  

    		2024-02-21 21:49:24.989674

    		0.6 ms

  





  

    		2024-02-21 22:49:27.184795

    		0.0 ms

  





  

    		2024-02-21 23:49:28.944995

    		0.5 ms

  





  

    		2024-02-22 00:49:31.638034

    		-0.2 ms

  





  

    		2024-02-22 01:49:33.746294

    		-1.5 ms

  





  

    		2024-02-22 02:49:35.451893

    		1.4 ms

  





  

    		2024-02-22 03:49:38.834047

    		-1.6 ms

  





  

    		2024-02-22 04:49:41.152866

    		-0.4 ms

  





  

    		2024-02-22 05:49:44.666274

    		1.6 ms

  





  

    		2024-02-22 06:49:46.50928

    		0.1 ms

  





  

    		2024-02-22 07:49:48.088405

    		-0.1 ms

  





  

    		2024-02-22 08:49:50.338296

    		-0.8 ms

  





  

    		2024-02-22 09:49:52.35123

    		-1.1 ms

  





  

    		2024-02-22 10:49:54.014378

    		-0.3 ms

  





  

    		2024-02-22 11:49:55.886844

    		2.3 ms

  





  

    		2024-02-22 12:49:57.284781

    		-1.3 ms

  





  

    		2024-02-22 13:49:59.158327

    		3.0 ms

  





  

    		2024-02-22 14:50:00.736583

    		-1.3 ms

  





  

    		2024-02-22 15:50:03.718145

    		-1.1 ms

  





  

    		2024-02-22 16:50:06.761905

    		1.2 ms

  





  

    		2024-02-22 17:50:09.457289

    		-2.1 ms

  





  

    		2024-02-22 18:50:12.707076

    		-1.2 ms

  





  

    		2024-02-22 19:50:15.806914

    		-2.3 ms

  





  

    		2024-02-22 20:50:17.727592

    		-2.6 ms

  





  

    		2024-02-22 21:50:19.970247

    		-0.1 ms

  





  

    		2024-02-22 22:50:22.317191

    		1.6 ms

  





  

    		2024-02-22 23:50:24.184038

    		0.8 ms

  





  

    		2024-02-23 00:50:27.153077

    		-0.7 ms

  





  

    		2024-02-23 01:50:29.602388

    		-1.1 ms

  





  

    		2024-02-23 02:50:33.043074

    		0.8 ms

  





  

    		2024-02-23 03:50:36.567078

    		-0.5 ms

  





  

    		2024-02-23 04:50:38.366777

    		-0.6 ms

  





  

    		2024-02-23 05:50:39.935448

    		0.7 ms

  





  

    		2024-02-23 06:50:42.775833

    		-0.6 ms

  





  

    		2024-02-23 07:50:44.412709

    		-0.1 ms

  





  

    		2024-02-23 08:50:47.281383

    		-0.3 ms

  





  

    		2024-02-23 09:50:49.518684

    		1.6 ms

  





  

    		2024-02-23 10:50:51.266194

    		2.0 ms

  





  

    		2024-02-23 11:50:53.67953

    		-0.8 ms

  





  

    		2024-02-23 12:50:55.694353

    		1.8 ms

  





  

    		2024-02-23 13:50:57.77749

    		-0.6 ms

  





  

    		2024-02-23 14:50:59.482003

    		-1.2 ms

  





  

    		2024-02-23 15:51:01.458672

    		0.5 ms

  





  

    		2024-02-23 16:51:03.980695

    		-1.1 ms

  





  

    		2024-02-23 17:51:06.27459

    		-0.7 ms

  





  

    		2024-02-23 18:51:08.645869

    		-0.7 ms

  





  

    		2024-02-23 19:51:10.973101

    		-0.6 ms

  





  

    		2024-02-23 20:51:12.935321

    		-2.4 ms

  





  

    		2024-02-23 21:51:15.498726

    		-1.7 ms

  





  

    		2024-02-23 22:51:17.27885

    		-1.3 ms

  





  

    		2024-02-23 23:51:19.034591

    		-0.9 ms

  





  

    		2024-02-24 00:51:21.759465

    		1.0 ms

  





  

    		2024-02-24 01:51:23.749205

    		0.0 ms

  





  

    		2024-02-24 02:51:26.717506

    		-0.4 ms

  





  

    		2024-02-24 03:51:29.354264

    		-1.2 ms

  





  

    		2024-02-24 04:51:33.233427

    		-0.4 ms

  





  

    		2024-02-24 05:51:36.502002

    		-0.3 ms

  





  

    		2024-02-24 06:51:39.416873

    		-1.0 ms

  





  

    		2024-02-24 07:51:40.931458

    		-0.4 ms

  





  

    		2024-02-24 08:51:42.613593

    		-1.0 ms

  





  

    		2024-02-24 09:51:44.57714

    		1.2 ms

  





  

    		2024-02-24 10:51:47.444909

    		0.3 ms

  





  

    		2024-02-24 11:51:48.963558

    		1.1 ms

  





  

    		2024-02-24 12:51:50.912308

    		0.7 ms

  





  

    		2024-02-24 13:51:54.191161

    		-1.8 ms

  





  

    		2024-02-24 14:51:55.835324

    		-1.2 ms

  





  

    		2024-02-24 15:51:58.792152

    		1.0 ms

  





  

    		2024-02-24 16:52:00.794596

    		0.6 ms

  





  

    		2024-02-24 17:52:03.215915

    		-0.9 ms

  





  

    		2024-02-24 18:52:04.776227

    		0.8 ms

  





  

    		2024-02-24 19:52:06.892206

    		-0.1 ms

  





  

    		2024-02-24 20:52:10.272005

    		-0.4 ms

  





  

    		2024-02-24 21:52:12.964704

    		-0.8 ms

  





  

    		2024-02-24 22:52:15.583468

    		-1.3 ms

  





  

    		2024-02-24 23:52:17.748546

    		0.9 ms

  





  

    		2024-02-25 00:52:19.432049

    		-1.2 ms

  





  

    		2024-02-25 01:52:21.776615

    		1.3 ms

  





  

    		2024-02-25 02:52:24.660049

    		0.0 ms

  





  

    		2024-02-25 03:52:27.313621

    		-1.4 ms

  





  

    		2024-02-25 04:52:28.791373

    		1.0 ms

  





  

    		2024-02-25 05:52:32.336065

    		-0.2 ms

  





  

    		2024-02-25 06:52:34.135999

    		1.4 ms

  





  

    		2024-02-25 07:52:36.702398

    		-0.2 ms

  





  

    		2024-02-25 08:52:38.506527

    		2.1 ms

  





  

    		2024-02-25 09:52:40.006051

    		0.6 ms

  





  

    		2024-02-25 10:52:41.974917

    		-0.4 ms

  





  

    		2024-02-25 11:52:45.571391

    		-0.4 ms

  





  

    		2024-02-25 12:52:47.835313

    		-1.0 ms

  





  

    		2024-02-25 13:52:50.31425

    		1.0 ms

  





  

    		2024-02-25 14:52:52.012536

    		-0.9 ms

  





  

    		2024-02-25 15:52:53.528164

    		1.3 ms

  





  

    		2024-02-25 16:52:55.325264

    		-0.5 ms

  





  

    		2024-02-25 17:52:58.804242

    		1.6 ms

  





  

    		2024-02-25 18:53:02.308828

    		-1.0 ms

  





  

    		2024-02-25 19:53:03.815775

    		0.7 ms

  





  

    		2024-02-25 20:53:05.582695

    		-0.3 ms

  





  

    		2024-02-25 21:53:07.599756

    		-2.0 ms

  





  

    		2024-02-25 22:53:11.718546

    		-0.9 ms

  





  

    		2024-02-25 23:53:13.547374

    		1.0 ms

  





  

    		2024-02-26 00:53:16.176988

    		-1.4 ms

  





  

    		2024-02-26 01:53:18.33471

    		-0.8 ms

  





  

    		2024-02-26 02:53:20.408848

    		-1.4 ms

  





  

    		2024-02-26 03:53:22.899032

    		1.6 ms

  





  

    		2024-02-26 04:53:25.425848

    		-1.6 ms

  





  

    		2024-02-26 05:53:28.851506

    		-0.4 ms

  





  

    		2024-02-26 06:53:31.307269

    		1.9 ms

  





  

    		2024-02-26 07:53:32.808938

    		2.6 ms

  





  

    		2024-02-26 08:53:36.416605

    		3.2 ms

  





  

    		2024-02-26 09:53:38.875016

    		2.1 ms

  





  

    		2024-02-26 10:53:40.881565

    		-0.6 ms

  





  

    		2024-02-26 11:53:42.872812

    		-2.2 ms

  





  

    		2024-02-26 12:53:45.232802

    		-1.4 ms

  





  

    		2024-02-26 13:53:46.835212

    		1.7 ms

  





  

    		2024-02-26 14:53:49.533246

    		-0.7 ms

  





  

    		2024-02-26 15:53:51.572088

    		-1.4 ms

  





  

    		2024-02-26 16:53:53.698866

    		-1.0 ms

  





  

    		2024-02-26 17:53:55.823078

    		0.1 ms

  





  

    		2024-02-26 18:53:57.426522

    		2.5 ms

  





  

    		2024-02-26 19:53:59.222184

    		1.6 ms

  





  

    		2024-02-26 20:54:01.166034

    		-0.4 ms

  





  

    		2024-02-26 21:54:03.735178

    		-2.0 ms

  





  

    		2024-02-26 22:54:05.37729

    		-0.1 ms

  





  

    		2024-02-26 23:54:07.082544

    		-0.4 ms

  





  

    		2024-02-27 00:54:08.816893

    		-1.0 ms

  





  

    		2024-02-27 01:54:11.128672

    		-0.2 ms

  





  

    		2024-02-27 02:54:12.90389

    		-0.9 ms

  





  

    		2024-02-27 03:54:15.296385

    		-0.7 ms

  





  

    		2024-02-27 04:54:19.122095

    		-0.2 ms

  





  

    		2024-02-27 05:54:22.488257

    		0.5 ms

  





  

    		2024-02-27 06:54:24.273149

    		1.0 ms

  





  

    		2024-02-27 07:54:25.995086

    		2.8 ms

  





  

    		2024-02-27 08:54:29.609056

    		3.9 ms

  





  

    		2024-02-27 09:54:31.156679

    		1.8 ms

  





  

    		2024-02-27 10:54:33.074441

    		0.6 ms

  





  

    		2024-02-27 11:54:34.953957

    		1.9 ms

  





  

    		2024-02-27 12:54:36.609074

    		0.4 ms

  





  

    		2024-02-27 13:54:39.082183

    		1.2 ms

  





  

    		2024-02-27 14:54:40.522999

    		0.7 ms

  





  

    		2024-02-27 15:54:42.160125

    		0.5 ms

  





  

    		2024-02-27 16:54:44.233535

    		0.4 ms

  





  

    		2024-02-27 17:54:46.260703

    		-1.5 ms

  





  

    		2024-02-27 18:54:47.826434

    		-0.9 ms

  





  

    		2024-02-27 19:54:49.826624

    		-1.8 ms

  





  

    		2024-02-27 20:54:53.991498

    		1.2 ms

  





  

    		2024-02-27 21:54:55.924251

    		-0.4 ms

  





  

    		2024-02-27 22:54:58.041774

    		-1.3 ms

  





  

    		2024-02-27 23:55:00.826058

    		-1.2 ms

  





  

    		2024-02-28 00:55:04.662485

    		0.5 ms

  





  

    		2024-02-28 01:55:06.293898

    		-0.1 ms

  





  

    		2024-02-28 02:55:10.465776

    		-0.7 ms

  





  

    		2024-02-28 03:55:12.749685

    		0.3 ms

  





  

    		2024-02-28 04:55:14.913409

    		0.5 ms

  





  

    		2024-02-28 05:55:18.491196

    		2.5 ms

  





  

    		2024-02-28 06:55:20.673093

    		0.0 ms

  





  

    		2024-02-28 07:55:22.722811

    		-0.5 ms

  





  

    		2024-02-28 08:55:24.412131

    		-0.1 ms

  





  

    		2024-02-28 09:55:26.269005

    		0.0 ms

  





  

    		2024-02-28 10:55:27.945198

    		2.8 ms

  





  

    		2024-02-28 11:55:30.860614

    		1.9 ms

  





  

    		2024-02-28 12:55:32.541386

    		1.8 ms

  





  

    		2024-02-28 13:55:34.010435

    		0.4 ms

  





  

    		2024-02-28 14:55:35.6971

    		1.2 ms

  





  

    		2024-02-28 15:55:37.443217

    		1.0 ms

  





  

    		2024-02-28 16:55:39.432428

    		2.1 ms

  





  

    		2024-02-28 17:55:40.921429

    		-0.8 ms

  





  

    		2024-02-28 18:55:42.665526

    		-0.6 ms

  





  

    		2024-02-28 19:55:44.436356

    		1.1 ms

  





  

    		2024-02-28 20:55:46.924577

    		0.2 ms

  





  

    		2024-02-28 21:55:49.777208

    		-5.3 ms

  





  

    		2024-02-28 22:55:53.61274

    		-3.3 ms

  





  

    		2024-02-28 23:55:55.663757

    		-3.0 ms

  





  

    		2024-02-29 00:55:58.022848

    		-3.2 ms

  





  

    		2024-02-29 01:56:01.735606

    		1.7 ms

  





  

    		2024-02-29 02:56:05.557709

    		-0.3 ms

  





  

    		2024-02-29 03:56:07.331091

    		1.2 ms

  





  

    		2024-02-29 04:56:09.531443

    		1.2 ms

  





  

    		2024-02-29 05:56:12.1473

    		-1.5 ms

  





  

    		2024-02-29 06:56:14.433669

    		-1.0 ms

  





  

    		2024-02-29 07:56:17.721481

    		-0.6 ms

  





  

    		2024-02-29 08:56:19.405046

    		0.1 ms

  





  

    		2024-02-29 09:56:22.332915

    		0.1 ms

  





  

    		2024-02-29 10:56:23.966836

    		0.9 ms

  





  

    		2024-02-29 11:56:25.693098

    		0.5 ms

  





  

    		2024-02-29 12:56:27.224173

    		-0.2 ms

  





  

    		2024-02-29 13:56:29.430299

    		1.9 ms

  





  

    		2024-02-29 14:56:31.386969

    		1.0 ms

  





  

    		2024-02-29 15:56:33.599404

    		0.2 ms

  





  

    		2024-02-29 16:56:35.155327

    		1.5 ms

  





  

    		2024-02-29 17:56:37.065934

    		-0.5 ms

  





  

    		2024-02-29 18:56:41.179599

    		1.1 ms

  





  

    		2024-02-29 19:56:43.962815

    		-1.2 ms

  





  

    		2024-02-29 20:56:47.537699

    		0.7 ms

  





  

    		2024-02-29 21:56:51.582234

    		-0.9 ms

  





  

    		2024-02-29 22:56:53.717033

    		-1.7 ms

  





  

    		2024-02-29 23:56:56.07739

    		-1.3 ms

  





  

    		2024-03-01 00:56:58.5206

    		1.9 ms

  





  

    		2024-03-01 01:57:01.062782

    		2.4 ms

  





  

    		2024-03-01 02:57:03.997169

    		1.0 ms

  





  

    		2024-03-01 03:57:05.764825

    		-0.8 ms

  





  

    		2024-03-01 04:57:07.225415

    		0.9 ms

  





  

    		2024-03-01 05:57:09.131667

    		1.4 ms

  





  

    		2024-03-01 06:57:11.559872

    		0.5 ms

  





  

    		2024-03-01 07:57:14.723433

    		0.8 ms

  





  

    		2024-03-01 08:57:16.258035

    		1.9 ms

  





  

    		2024-03-01 09:57:19.003524

    		2.4 ms

  





  

    		2024-03-01 10:57:21.005397

    		0.3 ms

  





  

    		2024-03-01 11:57:23.092449

    		-1.1 ms

  





  

    		2024-03-01 12:57:25.069161

    		-0.5 ms

  





  

    		2024-03-01 13:57:26.621784

    		-1.0 ms

  





  

    		2024-03-01 14:57:28.117313

    		-0.3 ms

  





  

    		2024-03-01 15:57:30.183345

    		-1.0 ms

  





  

    		2024-03-01 16:57:32.509217

    		0.7 ms

  





  

    		2024-03-01 17:57:34.059064

    		-0.7 ms

  





  

    		2024-03-01 18:57:36.259624

    		0.0 ms

  





  

    		2024-03-01 19:57:39.867441

    		-0.3 ms

  





  

    		2024-03-01 20:57:41.782673

    		-1.5 ms

  





  

    		2024-03-01 21:57:43.664794

    		-0.8 ms

  





  

    		2024-03-01 22:57:45.18646

    		0.3 ms

  





  

    		2024-03-01 23:57:48.933949

    		-1.2 ms

  





  

    		2024-03-02 00:57:50.661112

    		-0.7 ms

  





  

    		2024-03-02 01:57:52.782788

    		-1.5 ms

  





  

    		2024-03-02 02:57:55.227745

    		-0.5 ms

  





  

    		2024-03-02 03:57:56.894248

    		2.1 ms

  





  

    		2024-03-02 04:57:59.819556

    		-0.4 ms

  





  

    		2024-03-02 05:58:02.275657

    		-0.5 ms

  





  

    		2024-03-02 06:58:04.990877

    		1.8 ms

  





  

    		2024-03-02 07:58:07.522872

    		1.0 ms

  





  

    		2024-03-02 08:58:10.207468

    		-0.5 ms

  





  

    		2024-03-02 09:58:12.525501

    		3.2 ms

  





  

    		2024-03-02 10:58:14.44074

    		2.1 ms

  





  

    		2024-03-02 11:58:17.656615

    		-0.8 ms

  





  

    		2024-03-02 12:58:19.492069

    		0.6 ms

  





  

    		2024-03-02 13:58:21.219502

    		0.5 ms

  





  

    		2024-03-02 14:58:24.003592

    		-1.0 ms

  





  

    		2024-03-02 15:58:25.823177

    		0.4 ms

  





  

    		2024-03-02 16:58:27.390499

    		0.4 ms

  





  

    		2024-03-02 17:58:29.567845

    		-0.4 ms

  





  

    		2024-03-02 18:58:33.005493

    		-1.3 ms

  





  

    		2024-03-02 19:58:35.070677

    		2.2 ms

  





  

    		2024-03-02 20:58:36.712903

    		-1.7 ms

  





  

    		2024-03-02 21:58:40.879244

    		-2.4 ms

  





  

    		2024-03-02 22:58:44.441367

    		-0.1 ms

  





  

    		2024-03-02 23:58:46.525044

    		-0.9 ms

  





  

    		2024-03-03 00:58:48.506862

    		-0.9 ms

  





  

    		2024-03-03 01:58:50.315438

    		0.6 ms

  





  

    		2024-03-03 02:58:52.097725

    		1.0 ms

  





  

    		2024-03-03 03:58:55.979551

    		-1.6 ms

  





  

    		2024-03-03 04:58:57.832846

    		-1.0 ms

  





  

    		2024-03-03 05:59:01.200027

    		-0.9 ms

  





  

    		2024-03-03 06:59:02.898658

    		0.2 ms

  





  

    		2024-03-03 07:59:04.952099

    		-0.6 ms

  





  

    		2024-03-03 08:59:06.826454

    		1.7 ms

  





  

    		2024-03-03 09:59:08.354116

    		0.7 ms

  





  

    		2024-03-03 10:59:10.382978

    		2.4 ms

  





  

    		2024-03-03 11:59:13.25235

    		-1.0 ms

  





  

    		2024-03-03 12:59:15.791228

    		1.9 ms

  





  

    		2024-03-03 13:59:18.21383

    		0.5 ms

  





  

    		2024-03-03 14:59:19.922812

    		-0.8 ms

  





  

    		2024-03-03 15:59:21.581591

    		2.3 ms

  





  

    		2024-03-03 16:59:24.496882

    		-0.4 ms

  





  

    		2024-03-03 17:59:26.985758

    		0.9 ms

  





  

    		2024-03-03 18:59:30.288618

    		0.2 ms

  





  

    		2024-03-03 19:59:33.64814

    		-0.1 ms

  





  

    		2024-03-03 20:59:35.92136

    		-1.8 ms

  





  

    		2024-03-03 21:59:38.840535

    		-0.9 ms

  





  

    		2024-03-03 22:59:40.435257

    		-2.3 ms

  





  

    		2024-03-03 23:59:42.022038

    		0.4 ms

  





  

    		2024-03-04 00:59:43.612894

    		-1.3 ms

  





  

    		2024-03-04 01:59:45.483678

    		0.0 ms

  





  

    		2024-03-04 02:59:49.480367

    		-1.5 ms

  





  

    		2024-03-04 03:59:52.372434

    		1.2 ms

  





  

    		2024-03-04 04:59:55.223283

    		3.0 ms

  





  

    		2024-03-04 05:59:56.959553

    		-0.1 ms

  





  

    		2024-03-04 06:59:59.819824

    		3.5 ms

  





  

    		2024-03-04 08:00:02.702439

    		0.3 ms

  





  

    		2024-03-04 09:00:04.864648

    		0.0 ms

  





  

    		2024-03-04 10:00:07.8167

    		0.1 ms

  





  

    		2024-03-04 11:00:09.839941

    		-0.1 ms

  





  

    		2024-03-04 12:00:11.968628

    		-0.2 ms

  





  

    		2024-03-04 13:00:13.713714

    		-0.9 ms

  





  

    		2024-03-04 14:00:15.465609

    		1.0 ms

  





  

    		2024-03-04 15:00:16.978897

    		-0.6 ms

  





  

    		2024-03-04 16:00:18.967194

    		0.2 ms

  





  

    		2024-03-04 17:00:20.530493

    		-0.3 ms

  





  

    		2024-03-04 18:00:22.814397

    		1.6 ms

  





  

    		2024-03-04 19:00:24.682465

    		-0.8 ms

  





  

    		2024-03-04 20:00:26.551291

    		0.1 ms

  





  

    		2024-03-04 21:00:28.198231

    		1.4 ms

  





  

    		2024-03-04 22:00:29.914128

    		-1.5 ms

  





  

    		2024-03-04 23:00:32.092983

    		-0.7 ms

  





  

    		2024-03-05 00:00:33.961564

    		-2.7 ms

  





  

    		2024-03-05 01:00:36.42969

    		-0.7 ms

  





  

    		2024-03-05 02:00:39.685464

    		-3.0 ms

  





  

    		2024-03-05 03:00:42.071308

    		-0.4 ms

  





  

    		2024-03-05 04:00:44.615586

    		1.1 ms

  





  

    		2024-03-05 05:00:46.003336

    		-0.5 ms

  





  

    		2024-03-05 06:00:49.631952

    		-0.2 ms

  





  

    		2024-03-05 07:00:51.649342

    		-1.0 ms

  





  

    		2024-03-05 08:00:53.744107

    		1.7 ms

  





  

    		2024-03-05 09:00:55.497556

    		-0.3 ms

  





  

    		2024-03-05 10:00:57.081536

    		2.1 ms

  





  

    		2024-03-05 11:00:58.916222

    		1.5 ms

  





  

    		2024-03-05 12:01:00.850901

    		0.6 ms

  





  

    		2024-03-05 13:01:02.755374

    		1.2 ms

  





  

    		2024-03-05 14:01:04.898236

    		0.9 ms

  





  

    		2024-03-05 15:01:06.570989

    		1.5 ms

  





  

    		2024-03-05 16:01:08.269196

    		2.1 ms

  





  

    		2024-03-05 17:01:09.93171

    		2.2 ms

  





  

    		2024-03-05 18:01:12.556185

    		0.7 ms

  





  

    		2024-03-05 19:01:14.652607

    		-1.1 ms

  





  

    		2024-03-05 20:01:16.04714

    		-1.6 ms

  





  

    		2024-03-05 21:01:17.922348

    		0.3 ms

  





  

    		2024-03-05 22:01:19.963829

    		-1.6 ms

  





  

    		2024-03-05 23:01:21.691059

    		0.3 ms

  





  

    		2024-03-06 00:01:23.297867

    		-1.1 ms

  





  

    		2024-03-06 01:01:26.155947

    		-0.3 ms

  





  

    		2024-03-06 02:01:29.553467

    		0.4 ms

  





  

    		2024-03-06 03:01:31.786494

    		-1.2 ms

  





  

    		2024-03-06 04:01:33.472284

    		2.6 ms

  





  

    		2024-03-06 05:01:35.238179

    		-1.0 ms

  





  

    		2024-03-06 06:01:37.051842

    		-0.6 ms

  





  

    		2024-03-06 07:01:38.681086

    		1.2 ms

  





  

    		2024-03-06 08:01:40.404214

    		2.4 ms

  





  

    		2024-03-06 09:01:41.901644

    		-0.7 ms

  





  

    		2024-03-06 10:01:44.058549

    		-0.2 ms

  





  

    		2024-03-06 11:01:45.997297

    		0.4 ms

  





  

    		2024-03-06 12:01:47.675688

    		1.7 ms

  





  

    		2024-03-06 13:01:49.445652

    		-0.8 ms

  





  

    		2024-03-06 14:01:50.963748

    		-1.9 ms

  





  

    		2024-03-06 15:01:52.632837

    		0.4 ms

  





  

    		2024-03-06 16:01:55.446212

    		1.9 ms

  





  

    		2024-03-06 17:01:57.026729

    		2.4 ms

  





  

    		2024-03-06 18:01:58.554253

    		1.9 ms

  





  

    		2024-03-06 19:02:02.791181

    		-1.3 ms

  





  

    		2024-03-06 20:02:05.427305

    		-0.1 ms

  





  

    		2024-03-06 21:02:08.408619

    		-1.6 ms

  





  

    		2024-03-06 22:02:10.228605

    		-2.6 ms

  





  

    		2024-03-06 23:02:13.862769

    		1.7 ms

  





  

    		2024-03-07 00:02:16.453328

    		-0.8 ms

  





  

    		2024-03-07 01:02:18.476017

    		1.5 ms

  





  

    		2024-03-07 02:02:20.930539

    		-0.7 ms

  





  

    		2024-03-07 03:02:22.969148

    		-0.1 ms

  





  

    		2024-03-07 04:02:24.747299

    		-0.3 ms

  





  

    		2024-03-07 05:02:26.746976

    		-1.2 ms

  





  

    		2024-03-07 06:02:30.661989

    		1.6 ms

  





  

    		2024-03-07 07:02:33.11217

    		-0.7 ms

  





  

    		2024-03-07 08:02:35.435364

    		-1.4 ms

  





  

    		2024-03-07 09:02:37.127412

    		-0.3 ms

  





  

    		2024-03-07 10:02:39.135623

    		1.2 ms

  





  

    		2024-03-07 11:02:42.287223

    		0.2 ms

  





  

    		2024-03-07 12:02:44.048476

    		0.1 ms

  





  

    		2024-03-07 13:02:46.241895

    		1.4 ms

  





  

    		2024-03-07 14:02:48.044197

    		-1.0 ms

  





  

    		2024-03-07 15:02:49.595867

    		1.6 ms

  





  

    		2024-03-07 16:02:51.890897

    		0.4 ms

  





  

    		2024-03-07 17:02:54.024177

    		0.3 ms

  





  

    		2024-03-07 18:02:55.724854

    		-2.4 ms

  





  

    		2024-03-07 19:02:58.102839

    		1.4 ms

  





  

    		2024-03-07 20:03:00.998207

    		1.3 ms

  





  

    		2024-03-07 21:03:02.725144

    		-0.7 ms

  





  

    		2024-03-07 22:03:04.494022

    		0.1 ms

  





  

    		2024-03-07 23:03:06.323407

    		-1.4 ms

  





  

    		2024-03-08 00:03:08.073726

    		-1.3 ms

  





  

    		2024-03-08 01:03:10.276417

    		-2.0 ms

  





  

    		2024-03-08 02:03:12.282739

    		-3.5 ms

  





  

    		2024-03-08 03:03:15.155648

    		-2.6 ms

  





  

    		2024-03-08 04:03:18.011875

    		-1.1 ms

  





  

    		2024-03-08 05:03:20.025291

    		-0.9 ms

  





  

    		2024-03-08 06:03:22.073184

    		1.7 ms

  





  

    		2024-03-08 07:03:23.760499

    		-0.4 ms

  





  

    		2024-03-08 08:03:25.964675

    		0.4 ms

  





  

    		2024-03-08 09:03:28.091457

    		0.8 ms

  





  

    		2024-03-08 10:03:31.37905

    		0.3 ms

  





  

    		2024-03-08 11:03:33.355952

    		1.3 ms

  





  

    		2024-03-08 12:03:34.950415

    		3.0 ms

  





  

    		2024-03-08 13:03:36.582305

    		-0.7 ms

  





  

    		2024-03-08 14:03:38.167252

    		1.8 ms

  





  

    		2024-03-08 15:03:39.895505

    		1.7 ms

  





  

    		2024-03-08 16:03:41.614719

    		0.5 ms

  





  

    		2024-03-08 17:03:43.445285

    		-1.3 ms

  





  

    		2024-03-08 18:03:45.63965

    		0.3 ms

  





  

    		2024-03-08 19:03:47.683526

    		-0.2 ms

  





  

    		2024-03-08 20:03:50.540701

    		1.4 ms

  





  

    		2024-03-08 21:03:52.611927

    		-0.7 ms

  





  

    		2024-03-08 22:03:55.16003

    		0.6 ms

  





  

    		2024-03-08 23:03:57.323027

    		-0.8 ms

  





  

    		2024-03-09 00:04:00.803685

    		-1.9 ms

  





  

    		2024-03-09 01:04:02.934098

    		-1.1 ms

  





  

    		2024-03-09 02:04:06.03498

    		1.4 ms

  





  

    		2024-03-09 03:04:09.170524

    		-1.3 ms

  





  

    		2024-03-09 04:04:10.657972

    		-0.5 ms

  





  

    		2024-03-09 05:04:13.07149

    		2.2 ms

  





  

    		2024-03-09 06:04:15.080174

    		1.2 ms

  





  

    		2024-03-09 07:04:17.779543

    		1.4 ms

  





  

    		2024-03-09 08:04:19.44298

    		-0.6 ms

  





  

    		2024-03-09 09:04:21.546099

    		2.3 ms

  





  

    		2024-03-09 10:04:23.688498

    		-0.2 ms

  





  

    		2024-03-09 11:04:25.562946

    		2.0 ms

  





  

    		2024-03-09 12:04:26.982829

    		1.0 ms

  





  

    		2024-03-09 13:04:28.545236

    		-0.7 ms

  





  

    		2024-03-09 14:04:30.2779

    		-0.7 ms

  





  

    		2024-03-09 15:04:33.039306

    		-0.7 ms

  





  

    		2024-03-09 16:04:35.557421

    		0.1 ms

  





  

    		2024-03-09 17:04:37.844708

    		-0.2 ms

  





  

    		2024-03-09 18:04:39.397786

    		1.2 ms

  





  

    		2024-03-09 19:04:41.521277

    		2.0 ms

  





  

    		2024-03-09 20:04:43.359449

    		0.9 ms

  





  

    		2024-03-09 21:04:45.424232

    		-1.4 ms

  





  

    		2024-03-09 22:04:47.204506

    		1.6 ms

  





  

    		2024-03-09 23:04:49.597306

    		-1.5 ms

  





  

    		2024-03-10 00:04:51.196387

    		-1.5 ms

  





  

    		2024-03-10 01:04:53.26056

    		-1.6 ms

  





  

    		2024-03-10 02:04:56.185931

    		-2.0 ms

  





  

    		2024-03-10 03:04:58.44407

    		-0.6 ms

  





  

    		2024-03-10 04:05:00.930211

    		-1.6 ms

  





  

    		2024-03-10 05:05:03.781708

    		0.5 ms

  





  

    		2024-03-10 06:05:06.199768

    		1.3 ms

  





  

    		2024-03-10 07:05:07.856448

    		-0.6 ms

  





  

    		2024-03-10 08:05:09.398479

    		0.9 ms

  





  

    		2024-03-10 09:05:12.006397

    		0.7 ms

  





  

    		2024-03-10 10:05:14.014421

    		-0.6 ms

  





  

    		2024-03-10 11:05:16.195615

    		-0.4 ms

  





  

    		2024-03-10 12:05:19.355303

    		1.3 ms

  





  

    		2024-03-10 13:05:22.697212

    		1.4 ms

  





  

    		2024-03-10 14:05:25.206038

    		-0.4 ms

  





  

    		2024-03-10 15:05:26.890399

    		-0.3 ms

  





  

    		2024-03-10 16:05:30.084589

    		-0.7 ms

  





  

    		2024-03-10 17:05:32.058376

    		-0.7 ms

  





  

    		2024-03-10 18:05:34.2324

    		-1.7 ms

  





  

    		2024-03-10 19:05:35.779437

    		-1.5 ms

  





  

    		2024-03-10 20:05:37.351655

    		-0.3 ms

  





  

    		2024-03-10 21:05:39.599642

    		-0.2 ms

  





  

    		2024-03-10 22:05:41.49651

    		0.9 ms

  





  

    		2024-03-10 23:05:43.265913

    		0.7 ms

  





  

    		2024-03-11 00:05:44.784142

    		-1.1 ms

  





  

    		2024-03-11 01:05:47.367529

    		-1.5 ms

  





  

    		2024-03-11 02:05:49.133107

    		-1.2 ms

  





  

    		2024-03-11 03:05:51.049694

    		-2.0 ms

  





  

    		2024-03-11 04:05:53.903788

    		-1.1 ms

  





  

    		2024-03-11 05:05:56.571751

    		-0.6 ms

  





  

    		2024-03-11 06:05:58.494473

    		0.3 ms

  





  

    		2024-03-11 07:06:00.484903

    		-1.4 ms

  





  

    		2024-03-11 08:06:02.23844

    		0.5 ms

  





  

    		2024-03-11 09:06:03.749436

    		0.7 ms

  





  

    		2024-03-11 10:06:05.62381

    		1.9 ms

  





  

    		2024-03-11 11:06:07.71403

    		2.1 ms

  





  

    		2024-03-11 12:06:09.513353

    		-1.1 ms

  





  

    		2024-03-11 13:06:11.389501

    		-0.1 ms

  





  

    		2024-03-11 14:06:12.904475

    		-0.7 ms

  





  

    		2024-03-11 15:06:14.938552

    		1.1 ms

  





  

    		2024-03-11 16:06:16.525991

    		0.2 ms

  





  

    		2024-03-11 17:06:18.243199

    		1.0 ms

  





  

    		2024-03-11 18:06:19.931953

    		-0.6 ms

  





  

    		2024-03-11 19:06:21.58707

    		-0.5 ms

  





  

    		2024-03-11 20:06:23.295509

    		1.2 ms

  





  

    		2024-03-11 21:06:25.217666

    		-2.0 ms

  





  

    		2024-03-11 22:06:26.894857

    		-0.8 ms

  





  

    		2024-03-11 23:06:29.118766

    		0.0 ms

  





  

    		2024-03-12 00:06:31.411717

    		0.0 ms

  





  

    		2024-03-12 01:06:34.356311

    		-0.4 ms

  





  

    		2024-03-12 02:06:36.623392

    		1.1 ms

  





  

    		2024-03-12 03:06:38.399746

    		1.1 ms

  





  

    		2024-03-12 04:06:41.528752

    		-2.5 ms

  





  

    		2024-03-12 05:06:44.181676

    		1.2 ms

  





  

    		2024-03-12 06:06:48.088496

    		-1.9 ms

  





  

    		2024-03-12 07:06:50.239449

    		3.8 ms

  





  

    		2024-03-12 08:06:52.908354

    		-0.8 ms

  





  

    		2024-03-12 09:06:54.424127

    		-1.6 ms

  





  

    		2024-03-12 10:06:56.598171

    		0.8 ms

  





  

    		2024-03-12 11:06:58.95274

    		4.8 ms

  





  

    		2024-03-12 12:07:00.610889

    		1.8 ms

  





  

    		2024-03-12 13:07:02.260446

    		1.6 ms

  





  

    		2024-03-12 14:07:04.527026

    		0.3 ms

  





  

    		2024-03-12 15:07:08.187806

    		-0.2 ms

  





  

    		2024-03-12 16:07:09.713051

    		5.7 ms

  





  

    		2024-03-12 17:07:11.945628

    		0.4 ms

  





  

    		2024-03-12 18:07:13.64612

    		0.7 ms

  





  

    		2024-03-12 19:07:16.757249

    		-2.8 ms

  





  

    		2024-03-12 20:07:19.837411

    		-0.5 ms

  





  

    		2024-03-12 21:07:21.868358

    		1.4 ms

  





  

    		2024-03-12 22:07:23.847464

    		1.0 ms

  





  

    		2024-03-12 23:07:26.434433

    		-0.1 ms

  





  

    		2024-03-13 00:07:28.447017

    		-0.7 ms

  





  

    		2024-03-13 01:07:31.053095

    		-0.1 ms

  





  

    		2024-03-13 02:07:32.645021

    		-2.0 ms

  





  

    		2024-03-13 03:07:36.228227

    		-1.2 ms

  





  

    		2024-03-13 04:07:38.537794

    		-0.2 ms

  





  

    		2024-03-13 05:07:40.672503

    		-0.8 ms

  





  

    		2024-03-13 06:07:42.637732

    		2.4 ms

  





  

    		2024-03-13 07:07:44.803459

    		0.6 ms

  





  

    		2024-03-13 08:07:46.990467

    		1.7 ms

  





  

    		2024-03-13 09:07:48.987818

    		0.2 ms

  





  

    		2024-03-13 10:07:51.578739

    		0.5 ms

  





  

    		2024-03-13 11:07:54.658146

    		-0.8 ms

  





  

    		2024-03-13 12:07:56.116831

    		-0.7 ms

  





  

    		2024-03-13 13:07:58.644065

    		1.8 ms

  





  

    		2024-03-13 14:08:00.246383

    		-0.3 ms

  





  

    		2024-03-13 15:08:02.746618

    		-0.4 ms

  





  

    		2024-03-13 16:08:05.163761

    		1.1 ms

  





  

    		2024-03-13 17:08:07.338236

    		-1.4 ms

  





  

    		2024-03-13 18:08:08.888468

    		-3.0 ms

  





  

    		2024-03-13 19:08:10.738294

    		-2.1 ms

  





  

    		2024-03-13 20:08:12.696987

    		-1.2 ms

  





  

    		2024-03-13 21:08:14.84986

    		1.1 ms

  





  

    		2024-03-13 22:08:16.772058

    		-1.3 ms

  





  

    		2024-03-13 23:08:18.359839

    		0.2 ms

  





  

    		2024-03-14 00:08:20.709536

    		-0.4 ms

  





  

    		2024-03-14 01:08:23.106355

    		-0.3 ms

  





  

    		2024-03-14 02:08:24.781186

    		-1.0 ms

  





  

    		2024-03-14 03:08:27.881103

    		0.7 ms

  





  

    		2024-03-14 04:08:31.203223

    		2.3 ms

  





  

    		2024-03-14 05:08:33.87378

    		2.0 ms

  





  

    		2024-03-14 06:08:36.294153

    		2.6 ms

  





  

    		2024-03-14 07:08:40.228473

    		1.5 ms

  





  

    		2024-03-14 08:08:41.775288

    		0.0 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-29 08:53:57.752 UTC

    		95.202.15.86

    		Åsa Hedberg Rundgren (ÅHR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-29 08:54:32.676 UTC

    		95.202.15.86

    		Åsa Hedberg Rundgren (ÅHR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-02-29 09:56:22.057 UTC

    		83.140.76.39

    		Anders Linder (AL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-29 09:57:14.668 UTC

    		83.140.76.39

    		Anders Linder (AL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-02-29 10:12:34.438 UTC

    		85.227.128.234

    		Inger Edvardsson (IE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-29 10:13:40.907 UTC

    		85.227.128.234

    		Inger Edvardsson (IE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-02-29 12:57:38.239 UTC

    		95.193.40.212

    		Magnus Eriksson (ME) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-29 12:59:03.494 UTC

    		95.193.40.212

    		Magnus Eriksson (ME) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-02-29 14:13:14.322 UTC

    		217.21.230.3

    		Nike Örbrink (NÖ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-29 14:14:08.759 UTC

    		217.21.230.3

    		Nike Örbrink (NÖ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-03-06 12:02:31.829 UTC

    		217.21.230.3

    		Robert Mjörnberg (RM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-03-06 12:04:52.597 UTC

    		217.21.230.3

    		Robert Mjörnberg (RM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-03-06 12:35:06.614 UTC

    		83.219.193.27

    		Stefan Svanström (SS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-03-06 12:37:14.261 UTC

    		83.219.193.27

    		Stefan Svanström (SS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-03-07 06:36:27.576 UTC

    		158.174.190.186

    		Samuel Klippfalk (SK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-03-07 06:43:58.458 UTC

    		158.174.190.186

    		Samuel Klippfalk (SK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-03-07 13:27:21.392 UTC

    		104.28.31.64

    		Thérése Hellichius (TH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-03-07 13:28:01.759 UTC

    		104.28.31.64

    		Thérése Hellichius (TH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-03-14 08:47:27.419 UTC

    		217.213.105.185

    		Lola Bodin (LB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-03-14 08:48:03.321 UTC

    		217.213.105.185

    		Lola Bodin (LB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-01 16:47:13 UTC.

  

  

    		2024-03-14 08:49:58.751 UTC

    		134.238.48.172

    		Richard Moëll Vahul (RMV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-03-14 08:53:51.9 UTC

    		134.238.48.172

    		Richard Moëll Vahul (RMV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-01 16:47:13 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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                    Richard Moëll Vahul på Öhrlings PricewaterhouseCoopers AB skapade avtalet.
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                    Richard Moëll Vahul på Öhrlings PricewaterhouseCoopers AB signerade.
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                    Alla undertecknare har signerat.


                

                
                

            

            
        

    




SDO for Richard Moëll Vahul (16066265):
{'status': 'complete', 'orderRef': 'a9aec0e4-c06b-4646-a0f9-648ab20eb798', 'completionData': {'cert': {'notAfter': '1810418399000', 'notBefore': '1652652000000'}, 'user': {'name': 'Richard Sebastian Moëll Vahul', 'surname': 'Moëll Vahul', 'givenName': 'Richard Sebastian', 'personalNumber': '198411274817'}, 'device': {'ipAddress': '94.234.107.97'}, 'signature': '', 'ocspResponse': ''}}



